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Backing Up The FreeNAS Configuration File
Nightly Using A Cron Job

This is entirely optional.

It is recommended that you have email notifications setup on the FreeNAS server before embarking on
this subsection.

This is a guide for creating a Cron job to back-up the FreeNAS configuration file each night.

This file can be used for recovery purposes should your FreeNAS server encounter a problem of some
sort (bloody ferrets!), so this is well worth doing.

Creating the Dataset

The first thing to do is to create a dataset within which we can store the nightly backup of the FreeNAS
configuration file. This will keep things neat and tidy.

Go to the “Storage” page.

B o == @ & e« [ o 11
Storage

Account System Tasks MNetwork Directory Sharing Services Plugins Jails Reporting Wizard
System
Information| General Boot Advanced Email System Dataset Tunables Update CAs Certificates Support

System Information

Hostname - Edit

Build FreeNAS-9.10-RELEASE (2defocg)
Platform Intel(R) Xeon{R) CPU E5-2620 v3 @ 2.40GHz
Memory 16248MB

Load Average 0.00, 0.06, 0.13

Select “Tank1” or whatever you called the volume (1) by clicking on it (it should turn blue when
selected).

A series of buttons should appear on the bottom of the screen.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aadditional_configbackup&media=fester:f4263dee17416c0dbc763c88981e2810.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

From these buttons click on one that creates a dataset (2).

Storage

I Volumes |Periodic Snapshot Tasks Replication Tasks  Scrubs  Snapshots WMware-Snapshot

, p
‘ Volume Manager ‘ Import Disk ‘ ‘ Import Volume ‘ View Disks ‘
Name Used Available
4 Tankl 1 1.9 GiB {0%) 29.0 TiB
I 4 Tankl 1.4 GiB (0%) 20.0 TiB
Media 33.4 MiB (0%) 20.0 TiB
TestShare 33.4 MiB (0%) 20.0 TiB
4 jails 1013.3 MiB (0%) 20.0 TiB
jails/.warden-template- 605.6 MIB (0%) 20.0 TiB
pluginjail
jails/plexmediaserver_1 407.4 MiB (0%) 20.0 TiB
| Create Dataset |
= ¢ || puit e
)| e[ A o

A new smaller window will pop up for creating the dataset.

¢ |In the “Dataset Name:” text box (1) give the share a name (because this is a backup dataset,
Fester used NightlyBackup).

e Leave the “Compression level:” drop down selection box (2) set to 1z4.

e Set the “Share type:” to whatever suits the type of clients on your network (Fester has mainly
Windows machines so | set this to Windows).

e Leave the “Case Sensitivity:” drop down selection box and “Enable atime:” at their default settings
as shown (4).

e “ZFS Deduplication:” should be set to off in the drop down selection box (5) unless you understand
this and you have plenty of memory.

e Now click the “Add Dataset” button (6).
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Create Dataset

Create ZF5S dataset in Tankl

Dataset Name: 1
Compression level: 2

Share type: 3

Case Sensitivity: Sensitive

Enable atime: o' Inherit (on)
On
Off

o Enabling dedup may have drastic performance implications,
ZFS Deduplication: as well as impact your ability to access your data.

onside ing compression instead.
6 5 Jinherit (off)
| Cancel | | Advanced Mode |

The dataset will now be created and you should see something like this.
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Storage

| Volumes |Periodic Snapshot Tasks Replication Tasks Scrubs  Snapshots VMware-Snapshot

‘ Volume Manager Import Disk ‘ Import Volume ‘ View Disks ‘
Name Used Available
4 Tankl 1.9 GiB (0%) 29.0 TiB
4 Tankl 1.4 GIiB (0%) 20,0 TiB
Media 33.4 MIiB (0%) 20,0 TiB
| NightlyBackup 204.8 KiB (0%) 20.0 TiB
TestShare 33.4 MiB (0%) 20,0 TiB
4 jails 1013.3 MiB (0%} 20,0 TiB
jails/.warden-template- 605.6 MIB (0%) 20.0 TiB

pluginjail

jails/plexmediaserver_1 407.5 MIiB (0%) 20.0 TiB

Remain on this screen and select the newly created dataset (1) if it is not selected already (in Fester’s
case this was NightlyBackup).

Now click on the change permissions button (2).
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Storage

| Volumes |Periodic Snapshot Tasks Replication Tasks Scrubs  Snapshots VMware-Snapshot

Volume Manager Import Disk ‘ Import Volume View Disks
Name Used Available
4 Tankl 1.9 GiB (0%) 29.0 TiB
4 Tankl 1.4 GiB (0%) 20.0 TiB
Media 1 33.4 MiB (0%) 20.0 TiB
NightlyBackup 204.8 KiB (0%) 20.0 TiB
TestShare 33.4 MiB (0%) 20.0 TiB
4 jails 1013.3 MiB (0%) 20.0 TiB
jails/.warden-template- 605.6 MIB {0%) 20.0 TiB

pluginjail

jails/plexmediaserver_1 407.5 MiB (0%) 20.0 TiB

2

|l Change Permissions |

-

A new window will pop up for changing the permissions of the new dataset.

===

| did not need to change any of the settings from their default value (1).

Now click the “Change” button (2).

Do not set the user and group to any of those you use for shares. This would be unwise. Only the root
user and wheel group should be allowed to access this particular share.
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Change permission -

Change permission on /mnt/Tank1/NightlyBackup to:

Apply Owner (user):

Owner (user):

Apply Owner (group):

Owner (group):

Apply Mode:

Mode: Owner Group Other
Read =
Write
Execute

Permission Type: Unix

Mac
Windows

Set permission

recursively:
‘ Cancel |
\ y (e "

Creating the Script

We now need to create a file in the volume directory (in Fester’s case this is Tank1).

Open up an SSH session in PUTTY and log in as the root user. You should see a screen something like
this.
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root@TestNASL:~ { — | = | r

We now need to navigate to the volume directory by typing in the following command into the command
prompt. Don’t forget to hit the “Return/Enter” key to execute the command.

cd /

You should now see a screen something like this.
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@ root@TestNASL:/ { = (=] \—35-‘1

Now type into the command prompt the following command.
cd mnt

You should see a screen something like this.

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aadditional_configbackup&media=fester:3cac3942d9ca1bb592e86f1022e2dfd6.png

2023/06/23 16:01 9/263 UncleFesterll.2

@ root@TestNASL:/mnt { = =] ‘i?-r

/mnt#

Now type in the following command at the command prompt to see your volume’s name.
ls

You should see a screen that looks something like this.
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@ root@TestNASL:/mnt l = ||E| |_&]w

/mnt#

The name of the volume will be revealed at this point (in Fester’s case it is the blue text “Tank1”).

Now type into the command prompt the following command with your volume name. The volume name
is case sensitive so make sure you observe this when typing in the command.

cd YourVolumeNameHere
In Fester’'s case the command would look like this:
cd Tankl

You should see a screen like this.
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@ root@TestNAS]:/mnt/Tankl { — | (=] |i'?-]1

elopment

/mnt/Tankls |

We now need create an empty file in this directory. You can call this file anything you like but remember
its name as you will need it later.

At the command prompt type the following command (1).

touch YourFileNameHere.sh

In Fester’s case the command looked like this.

touch bkpconfig.sh

Now type in the following command to confirm the file was created (2).
ls

If all has gone well you should see the file listed in the SSH window (3).
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root@TestNASL:/mnt/Tankl

umentation,

stNAS1]
NAS1] /mnt/Tankl#| to

@TestNAS1] /mnt/Tankl#
| bkp

@TestNAS /mnt/Tankl# I

help

sh

go

h

ENET=)

We now need to edit the file. At the command prompt type in the following command.

edit YourFileNameHere.sh
In Fester’s case this command would look like this.
edit bkpconfig.sh

If all goes well you should see a screen like this.

https://www.familybrown.org/dokuwiki/

Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aadditional_configbackup&media=fester:dea9ad8bd0e3965bde5b5294512102f5.png

2023/06/23 16:01 13/263 UncleFesterll.2

@ root@TestNASL:/mnt/Tankl l = ||E| |ﬂh]w

menu prompt ~k ine “PEP 1i 3 »

from top 1

file "bkpconfig.sh"™, 1 lines -

e v,

We now need to put in the text line that will run each evening when the Cron Job is activated.
Type into the edit window the following line of text (this is all one line).

cp /data/freenas-vl.db /mnt/YourVolumeNameHere/YourDatasetNameHere/ date
+%Y%m%d " .db

So in Fester’s case this command would look like this.
cp /data/freenas-vl.db /mnt/Tankl/NightlyBackup/ date +%Y%m%d" .db

If you want the FreeNAS version tagged on to the backup file names then use this command instead. This
is all one one line; do not press the Enter key to insert a line break:

cp /data/freenas-vl.db /mnt/YourVolumeNameHere/YourDatasetNameHere
/.scripts/ConfigBackups/ date %Y%m%d  “cat /etc/version | cut -d'-' -f2° “cat
/etc/version | cut -d'-' -f4 .db

u™xn

(Please note the character is not an apostrophe. This character on my keyboard is found at the top
left hand side under the “Esc” key. Your keyboard may be different.)

When you are done the edit screen should look something like this.
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@ root@TestNASL/mnt/Tankl { = (=] ‘i?-r

Now hit the “Esc” key.
You should be presented with a series of options at this point.

Press the “c” key or navigate to the c option using the “1 1" keys and press the “Return/Enter” key.
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é? root@TestNASL:/mnt/Tankl l — = |&I1

menu

Now press the “c” key again or navigate to the c option using the “1 1" keys and press the
“Return/Enter” key.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aadditional_configbackup&media=fester:6eaf4e91f913159fe8398989fb70ad0a.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

@ root@TestNASL:/mnt/Tankl l = ||E| |ﬂh]w

S Imenu

The text line in the editor will now be saved to the file.
Press the “Esc” key again.

Now press the “a” key or navigate to the a option and press the “Return/Enter” key.
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This will take you out of the editor and return the command prompt.

You should see a screen something like this.
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@ root@TestNASL/mnt/Tankl l = ||E| |ihl1

NAS1] /mnt/Tankl# [ -

Now type the following command to leave the SSH console.

exit
Creating the Cron Job

Now go to the FreeNAS GUI and log in if needed.

Go to the “Tasks” page.
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v, — : .
B = [ K @ & e« [ . @&
Account System MNetwork Storage Directory Sharing Services Plugins Jails Reporting Wizard

System

|Information| General Boot Advanced Email System Dataset Tunables Update CAs Certificates Support

System Information

Build FreeNAS-9.10-RELEASE (2defocg)
Platform Intel(R) Xeon{R) CPU E5-2620 v3 @ 2.40GHz
Memory 16248MB

Load Average 0.00, 0.06, 0.13

Click on the “Cron Jobs” button (1) if it is not selected already.

Now click on the “Add Cron Job” button (2).

Tasks 1

Init/Shutdown Scripts Rsync Tasks 5.M.A.R.T. Tests

2

Add Cron Job

User Command Short description | Minute
No entry has been found

A new window will pop up that should allow you to configure the Cron job.
In the “User:” drop down selection box (1) chose root as the user.

In the “Command:” text box (2) type in the following command.

sh /mnt/YourVolumeNameHere/bkpconfig.sh

So in Fester’s case this would look like this.

sh /mnt/Tankl/bkpconfig.sh

In the “Short description:” text box (3) give the Cron job a meaningful name.
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Fester wants this Cron job to run every day, of every month at midnight (if you run this Cron job at
midnight while repeating a special incantation that only certain SysAdmin’s know it will give your
FreeNAS system the ability emulate a Sinclair ZX Spectrum when there is a full moon!).

To run the Cron job every day at midnight set the “Each selected minute” setting of the “Minute:” section

to 00 (4).

Set the “Each selected hour” of the “Hour:” section to 00 (5).

User:

Command:

Short

Minute:

Hour:

description:

root

sh /mnt/Tankl/bkpconfig.sh

Nightly backup of config file.

Every N minute

Each selected minute

01| |02| |03| |04| |O5| (06| |07 | |08
09| |10| |11| (12| (13| (14| |15]| |16 |17
18| (19| (20| |21| |22| |23| (24| |25]| |26
27| |28| |29| |30 |31 (32| |33]| |34]| |35
36 37 38 39 40 41 42 43 44
45| |46 | |47 | |48| |49 | |50| |51| |52 |53

@
Every N hour | Each selected hour

01| (02| |03| |04| |O5| (06| |07 | |08
09| |10| |11| (12| (13| (14| |15]| |16]| |17
18| (19| (20| |21| |22]| |23

11

m

Now scroll down.

In the “Every N day of month” setting of the “Day of month:” section set this to 1 (6).

Put a tick next to every month in the “Month:” section (7).
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)

Day of month: Every N day of month | Each selected day of month

o[d]

Month: January

February
March

April

May

June

July
August
September
October
November

m

v
v
¥
¥
v
v
¥
v
v
v
¥
¥

December

Now scroll down.

Put a tick next to every day in the “Day of week:” section (8).

Fester leaves the “Redirect Stdout:” and “Redirect Stderr:” at their default values as | don’'t know what

they do. The “Enabled:” tick box needs to be ticked (9).

Now click the “OK” button (10).
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« L4 May i
e 4 June

o (4 July

e |4 August

* ./ September

s 4 October

e 4 November

e |/ December

Day of week: Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Redirect

Stdout:

Redirect

Stderr:

1]

Enabled:

If all goes well you should see an entry for the newly created Cron job. It should look something like this.

Tasks

| Cron Jobs| Init/Shutdown Scripts Rsync Tasks S.M.A.R.T. Tests

| Add Cron Job |

User Command Short description Minute Hour Day of month Month Day of week
root sh /mnt/Tankl Nightly backup of 00 00 Everyday Every month Everyday
/bkpconfig.sh config file.
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Testing the Cron Job

We now need to test that the Cron job actually works.

Select the newly created Cron job by clicking on it (it will turn blue when selected) (1).

Now click the “Run Now” button (2).

Tasks
:.Cron Jobs Init/Shutdown Scripts Rsync Tasks S.M.A.R.T. Tests

Add Cron Job

User 1 Command Short description  Minute Hour Day of month Month Day of week
root sh /mnt/Tank1 Nightly backup of 00 00 Everyday Every month Everyday
/bkpconfig.sh config file.
2

| Edit Delete

If this worked then a file should have been created in the dataset you made for this (in Fester’s case this
was the “NightlyBackup” data set). We now need to go and check the file was created.

Open up an SSH session in PUTTY and log in as the root user. You should see a screen something like
this.
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root@TestNASL:~

cumentation,

B5D 1i

help

e o S |

We now need to navigate to the dataset you created to hold the nightly backups by typing in the
following command into the command prompt. Don’t forget to hit the “Return/Enter” key to execute the

command.

cd /

You should now see a screen something like this.
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@ root@TestNASL:/ { = (=] \—35-‘1

Now type into the command prompt the following command.
cd mnt

You should see a screen something like this.
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@ root@TestNASL:/mnt { = =] ‘i?-r

/mnt#

Now type in the following command at the command prompt to see your volume’s name.
ls

You should see a screen that looks something like this.
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@ root@TestNASL:/mnt l = ||E| |_&]w

/mnt#

The name of the volume will be revealed at this point (in Fester’s case it is the blue text “Tank1”).

Now type into the command prompt the following command with your volume name. The volume name
is case sensitive so make sure you observe this when typing in the command.

cd YourVolumeNameHere
In Fester’'s case the command would look like this.
cd Tankl

You should see a screen like this.
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@ root@TestNAS]:/mnt/Tankl { — | (=] |i'?-]1

esStNAS] ]

StNAS

Now type in the following command at the command prompt to see your dataset’s name.
ls

You should see a screen that looks something like this.
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@ root@TestNASL:/mnt/Tankl l = (=] ‘%r

umentation, help

t@TestNAS1] /mnt#
t@TestNAS]1] /mnt/Tankl# 1s

onfig.sh
SN/ TallkKl# .

The name of the dataset will be revealed at this point (in Fester’s case it is the blue text
“NightlyBackup”).

Now type into the command prompt the following command with your dataset name. The dataset name
is case sensitive so make sure you observe this when typing in the command.

cd YourDatasetNameHere
In Fester's case the command would look like this.
cd NightlyBackup

You should see a screen like this.
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@ root@TestNASL/mnt/Tankl/NightlyBackup l = (=] |ﬂh]

/mnt/Tankl# : (
/mnt/Tankl/Nig -

Now type in the following command at the command prompt.
ls

You should see a screen showing a file with the date for its name starting with the year, then the month
and then the day. If you get something that resembles the following then it has worked.
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@ root@TestNASL:/mnt/Tankl/NightlyBackup { = (=] ‘ﬂ?—l

[ J# cd m
Al ' S1] /mnt# 1s

] /mnt/Tankl#
] /mnt/Tankl/N

W]
- W

/mnt/Tankl/NightlyBackUup# |

e

So the “20160517.db” file in the screen shot was created on the 17/05/2016.

That's the nightly backup of the FreeNAS configuration file done.
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General Build Guide

9.

Be careful of electric shock. Disconnect the power before working on a computer. NEVER dismantle
a PSU, there are lethal voltages and currents inside and you can still get a shock off them even
when they are disconnected from mains power. Computer parts are replaceable, you are not.

Be careful of the sharp edges of the computer case/chassis. This tends not to be so much of a
problem these days as contemporary computer cases tend to be made better now.

. Disconnect the power before connecting or disconnecting cables or components. If power is still

going to the motherboard while you are carrying out these activities you might damage the
electronics.
Always use an antistatic wrist band when handling the components.

. Don’t build your server on a surface that is or could become heavily electrostatically charged (e.g.

carpets, etc).

Certain types of clothing are more prone to electrostatic build-up than others (in the past Fester
built all his computers in a gorgeous diaphanous negligee, but was building up too much charge. |
now wear nothing more than a cheeky smile and the thong).

Don’t grab the contacts when handling components. Even the cleanest hands have a thin film of
grease on them which you will transfer to the copper contacts.

. Good cable management will slightly improve air flow around your components. Take some time on

this and do a little planning (I tend to get the power cables in first and then the data cables).
Have a good supply of cable ties, these will help you with cable management.

(If anyone can think of anything else that should go in this section let me know and if it's reasonable and
[ have time, | will add it.)
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Why No Specific Build Guide Fester!

| had no idea at the time of building the server that | would end up writing a FreeNAS guide. So naturally |
did not take any pictures (this is known as a Fester f@%k-up).

If there is someone out there who is building a server and would like to provide detailed, copyright free
pictures (stage by stage, no missing bits out because it's a beginners guide) then let me have them, |
would love to include them in this guide.

You can also become a contributor. Why not replace this section with your own?
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Write an Image File to a USB Stick

Many of the procedures in this guide require writing an image file (usually the file name ends in .img or
.iso) to a USB stick, so that you can boot from that stick. Here's how you can do that.

Windows

Download the program “Win32Diskimager” to your Windows machine.

Now run the “Win32Diskimager” installer under an administrator’'s account or right click on it and run as
an administrator (have your administrator’s password ready).

When the program is installed run it under an Administrator’s account or right click and run as
Administrator.

Now insert the USB stick you intend to use and wait for the computer to recognise it.

Click the small folder icon (1) and navigate to the location of the image file and select it. Now select the
USB device by clicking the drop down selector under “Device” (2) if it isn't already selected.

I3 Win32 Disk Imager lred (5 S |
Image File Device
1
Copy D MD5S Hash: 2
Progress
1l Mersion: 0.9.5 Cancel Read Write Exit

If you cannot see the image file and you know you are in the correct location then click on the drop down
selector that determines the file type to be displayed (1) (this will likely be initially set to display only IMG
files, if your image is in the form of an ISO file it won’t be shown) and chose the wild card “*.*" (2) this
will display all files present.
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Select a disk image

Organize ~

New folder

-

Name

Organize ~

~

File name:

New folder

Date modified

Type

MNo items match your search.

Name

b

| Changelog.txt

Date modified

02/04/2016 10:36

Type

Text Document

4 KB

AV T A VR LY 1)

JIITNT

3 KB

02/04/2016 10:38

PowerlSO File

414,872 KB

| MANIFEST

| README.txt

| ReleaseMNotes.txt

ke W a V. Wi Ta - W T

F IR Y

02/04/2016 10:36
02/04/2016 10:36
02/04/2016 10:36

File
Text Document

Text Document

1KB
1KB
2KB
2KB

File name: FreeNAS-9.10-RELEASE.iso
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With the image file now loaded click on the “Write” button to begin making the bootable USB installer.

%, Win32 Disk Imager S
Image File Device
I < 1S 9. 10-RELEASE.isd
Copy| [[] MDS Hash:
Progress
ersion: 0.9.5 Cancel | Read 'llm“' Exit
N —

At this point a small window will pop up giving a “confirm write” warning message, click the “Yes” button
to proceed.

The image file will now be written to your USB stick.

When the process completes successfully a small window will pop up with “Write Successful” displayed.
Click the “OK” button.

Close the application and eject the USB stick.

Mac 0OS X

| can’t help you here as | don’t know how and | don’t own a Mac.
However, the FreeNAS documentation has a full description of how to do this.

If anyone would like to provide the relevant information with copyright free screen shots | would be
happy to include them in this guide or you could replace this or any section with your own?

Linux, FreeBSD, or other Unix-like OS

| can’t help you here as | don’t know how.
However, the FreeNAS documentation has a full description of how to do this (but no screen shots).

If anyone would like to provide the relevant information with copyright free screen shots | would be
happy to include them in this guide or you could replace this or any section with your own?
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Creating a FreeNAS Pool

There are many different ways to organise the storage of your FreeNAS server. | can’t tell you what is
best for you because it depends on various factors, how many vdevs and pools you want, how many data
storage drives you have available, etc. Review cyberjock's guide to ZFS for newbies if you aren't
thoroughly familiar with it.

Whatever way you decide to arrange things make sure you build in some sort of redundancy. This goes
for the vdevs as well.

Remember, if one vdev fails in a pool it takes the whole pool with it.

This is how | arranged mine.

Click “Storage” in the left column, then “Pools”.

Mo pools

Now click on the “Add” button.

1 Create or Import pool

CANCEL CREATE POOL

At the this screen, the default selection is “Create a new pool”; leave this selected and click “Create
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Pool".

Pool Manager

Name *

tank

SUGGEST LAYOUT

Available Disks Data VDevs
Disk Capacity Disk Capacity
32 GiB
100 GIiB

100 GIB Stripe

Estimated raw capaci

Give your volume a name in the “Name” text box. If you cannot think of anything then “tank” seems to
be popular amongst FreeNAS users (I don’t know why?).

If you want the pool to use encryption then tick the “Encryption” box. But only do this if your processor
supports AES-NI encryption and you have enabled it in the BIOS, otherwise don’t use it. Remember to
save a recovery key. Again, unless you have a specific legal or regulatory requirement for full-
disk encryption, this is discouraged.

If you like, you can click “Suggest Layout”, and FreeNAS will select a layout that's generally sensible.
Otherwise, you can manually select the disks you want in your pool as shown here:

Available Disks
Disk Capacity

32 GiB

100 GIiB

100 GiB
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Then click the right arrow button to move them to the “Data VDevs” list:

Data VDevs

Disk Capacity

100 GIiB

100 GIiB

Mirror

r —= L
stimated raw capacity: 98 GiB ‘D

At the bottom of that list, you can select any form of vdev (strip, mirror, RAIDZn) that's appropriate to the
number of disks selected.

Then click the “Create” button to create the pool.

Estimated total raw data capacity: 196 GIB

CREATE CAMCEL ADD DATA ADD CACHE ADD LOG ADD SPARE

You'll see a pop-up window warning you that all data on the disks you're adding to the pool will be
erased. Check the “Confirm” box, then click the “Create Pool” button.

Warning

The contents of all added disks will be erased.

Bl confirm CANCEL CREATE POOL

When the operation completes you'll be returned to the Pools page.
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HEALTHY (9.12 MiB )9 GiB Free)

-~

Name ¥ Type = Used & Available Co sior Co si0 Dedup & Comments

e e
- ( -

1.79 MB 186.75 GB

That's the FreeNAS storage volume created.
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Email Notifications

The FreeNAS OS and the IPMI monitor can give you warnings and other types of useful information
delivered straight to your email account. This is an incredibly useful feature (not to mention important to
the security of your data-it's how the system will warn you of problems) and does not take long to setup.

Setting Up Email Notifications From The FreeNAS Web GUI

You'll first need to set an email address for the root user. Click “Accounts” in the left column, then
“Users”. Click the three vertical dots to the right of the root user, then click “Edit” on the pop-up menu.

Users Q_ Filter Users COLUMNS ~

Groups Username Home directory Shell Full Name Lock User
root /roo /binfesh

daemon

In the “Email” text box type in the email account you want to use to receive the messages from your
server (Fester uses a Gmail account for this e.g. Festerservermail@gmail.com).

Mame & Contact

Full Mame *

Now scroll down this window and click on the “Save” button.

SAVE CANCEL

Now click “System” in the left column, then “Email”.
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S5L

B s Authentication (B

SEND MAIL

To setup email notifications we must use an email address for one of the user accounts on the FreeNAS
server (not your actual external email address e.g. Festerservermail@gmail.com). This is an internal
email address (i.e. for the server only) and it follows a specific syntax. Here is how it works.

user@hostname.local

The hostname of your server can be found in the “Dashboard” page and looks something like this.
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FreeMAS-11.2-RELEASE-U1

Common KVM proc

8 GIB

- FreeNAS

System Information freenas.local

UPDATES AUAILAELE I-.-:I d..'.'ln"ll ..|F::| 1 IE: [_.' users

Here is an example hostname.

freenas.local

So in Fester’s case the internal email address would take this form.

root@freenas.local

So armed with this information we can now go ahead and start configuring the “Email” page.

In the “From email:” text box type the internal email address you want (Fester’s is root@freenas.local).

In the “Outgoing mail server:” text box type in the mail server of the email service you use. If you don’t
know it you can usually get it from looking on the mail service provider’'s website (Fester uses Gmail so
this would be set to smtp.gmail.com).

The Gmail service uses port 25 for plain text email, port 465 for SSL encrypted email and port 587 for TLS
encrypted email.

In the “Port to connect to:” text box type in the port you need, again if you don’t know it you can usually
get it from the mail service provider’'s website (Fester uses SSL encryption therefore the port number is
465).

In the “TLS/SSL:” drop down selection box chose if you want encryption or not, and which type (your mail
service provider must support your choices).

Put a tick in the “Use SMTP Authentication:” tick box if this is required. If this box is ticked, fill in the fields
below.

In the “Username:” text box type in the user name only (not the complete email address) of the external
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email address you want to use for notifications (in Fester’s case this is Festerservermail).

Next type in the password for your external email account (not the internal server user account) in the
“Password:” text box and then retype your password again to confirm it in the “Password confirmation:”
text box.

Now click the “Save” button.
Do not click on the “Send Test Mail” button yet as there is a little more work to be done.

The next part applies specifically to Gmail. If you are using a different mail service provider | can’t help
you.

Log into your external email account (in Fester’s case this was Fesrterservermail@gmail.com) and
navigate to the “My Account” page.

Go to “Connected Apps & Sites” and turn on “Allow less secure apps”.

If you do not do this then Gmail will prevent the server from accessing your external email account and
you may receive an email entitled “Sign-in attempt Prevented” or something to that effect in your Gmail
inbox.

(Fester does not have screen shots for this. If anyone would like to provide some copyright free ones |
would be happy to include them in the guide or you could replace this or any section with your own?)

Now go back to the “System” - “Email” page in FreeNAS and click on the “Send Test Mail:” button (9). If
all goes well you should receive an email from your server momentarily.

If you are using 2 step verification with your Gmail account then you will not receive the email. You must
go into your Gmail account and do a little more configuration.

Configuration Of A Gmail Account With 2 Step Verification

In order to do this, you need to create an application password. Go to
https://myaccount.google.com/apppasswords and then create a new app password (Select App: Mail,
Select Device: Other (Custom Name), Name: FreeNAS) and click on Generate. A popup window will open
with your generated app password. Be sure to copy this password to a good location, you can only view it
once. Use this password in the password settings for the email authentication.

This will create a revoke-able app password that only allows access to your gmail account.

Setting Up Email Notifications From The IPMI Web GUI

I don’t know how to do this or if it is even possible to get IPMI to email notifications direct to a Gmail
account.
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If anyone knows how to do this would you pass on the information and | will try to include it in the guide
so everyone can benefit from your knowledge or you could replace this or any section with your own?
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General Hardware Recommendations

In general: You're building a server, so use server-grade hardware. The “gamer” motherboard you bought
may work (may even work well), but isn't going to be ideal. It probably won't support important features
like ECC, it will most likely have a crappy Realtek NIC, and it will probably have other built-in hardware
that you don't need and can't use, like a sound card.

In addition to the notes here, it's strongly recommended to read the FreeNAS Community Hardware
Recommendations Guide. It's kept updated by some of the more active and knowledgeable FreeNAS
users.

If you have questions about a particular build, ask on the Will It FreeNAS? forum.

Memory

1. Use only Error Correcting Memory (ECC memory). | know it is more expensive, but you are
introducing a possible source of corruption into the file system (ZFS) in FreeNAS if you don’t use
ECC memory.

2. The minimum amount of RAM for a FreeNAS system is 8GB. But Fester recommends a minimum of
16GB. Even more is better. More RAM is the best payoff to improve performance of your system,
since ZFS will use it for caching.

3. If you have time take a look at Cyberjock’s article entitled “ECC vs non-ECC RAM and ZFS”. It is
detailed, but excellent ( ECC vs Non-ECC and ZFS

4. If you have time take a look at Jgreco’s article entitled “How To Fail ... a guide to things not-to-do”.
It mentions ECC memory amongst other things ( How Not To Do Things ).

5. If you have time have a read through this. It talks about hardware choices and ECC memory (
FreeNAS All Disks Suddenly Degraded).

CPU

1. Use a multicore 64 bit Intel processor.

2. If you follow the advice on ECC memory then the processor must support ECC memory (not all do).
All Xeon CPUs do, as do many Pentiums, Celerons, and Core i3 CPUs. No Core i5 or Core i7 CPUs
support ECC.

3. Home users with modest demands generally do not require expensive dual or multiprocessor
setups.

4. If using encryption select a processor that supports AES-NI. Otherwise, don’t use encryption; it
results in too much of a performance hit. In fact, unless you have a specific legal
requirement for full-disk encryption, don't use it. The risk of data loss is too great.

5. Most modern (i.e., Sandy Bridge or newer) Intel CPUs will have adequate performance for any sort
of file sharing over a gigabit network.
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Motherboard

1. Server motherboards are expensive but the best way to go. Supermicro motherboards are
generally recommended.

2. If you follow the advice on ECC memory then the motherboard must support it (not all do).

3. It's a good idea to use the manufacturer’s Qualified Vendors List (QVL) where possible. This is a list
of hardware that has been tested by the motherboard manufacturer for compatibility.

4. Make sure you match the memory and the processor to the motherboard. Memory comes in
different speeds, capacities, etc. Processors are designed for specific sockets, have different
speeds, etc (don't get caught out). The motherboard must support your choices.

5. Get a motherboard that features the Intelligent Platform Management Interface (IPMI) if you can
(it's freaking brilliant!).

6. Motherboards with Intel NICs are recommended. Avoid Realtek NICs (they are about as useful as an
ashtray on a motorbike).

Storage HDDs for your data

1. Use NAS recommended HDDs.

. TLER is a useful feature to have on NAS HDDs.

3. Use enough HDDs in your system so you can employ some sort of redundancy within the zpool/s
and the vdev/s. If you aim for a minimum of 4 this will allow RAIDZ2 (ooooh yummy).

N

Boot Device for the FreeNAS 0OS

1. The FreeNAS OS must reside on a separate drive. It cannot be installed on the HDD/s you will use
for data storage.

2. A minimum of 16GB capacity for the FreeNAS boot device is recommended. Any larger than 32 GB
is wasteful.

3. A SATA DOM or Solid State Device (SSD) is recommended. If your budget does not stretch this far
you can use a high quality USB device. If you are using a USB stick, consider using two, and
mirroring them.

Host Bus Adapters (HBAs) and RAID Controllers

1. Use HBA cards and not RAID cards.

2. If a RAID card must be used flash it to IT Mode or JBOD. Many RAID cards do not support a true
JBOD mode, in which each disk is directly presented to the operating system, which is why HBAs
are preferred over RAID cards (see above).

3. LSI HBAs are recommended.

4. The HBA or RAID (IT Mode) firmware version must match with the driver version in FreeNAS.
FreeNAS will give a warning if this is not the case. This is important as a mismatch can lead to
possible data corruption.
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5.
6.

Using a backplane can seriously reduce the amount of cabling in your server.
Do not use SATA port multipliers.

Power Supply Units (PSUs) and Uninterruptible Power
Supplies (UPSs)

. Don’t buy low quality PSUs.
. When selecting a PSU for a quiet server build chose one that will operate at around 50% - 60% of

its rated maximum wattage. So if your server draws 300W, select a PSU with a maximum rating of
around 600W.

If you have time have a look at this article by Jgreco. It is excellent and should help.

If your budget allows, invest in an Uninterruptible Power Supply (UPS). If your budget doesn't allow,
adjust your budget until it does. | know it's not the most seductive bit of kit (incidentally, the most
seductive bit of kit | ever bought was a leather thong, but that’s another story) and it's expensive
(the UPS, not the thong!), but it is good practice to use one. Although the ZFS file system, along
with the ZIL is designed to stop data corruption when experiencing a power outage, apparently it
can still happen (I don’t know how or why??).

. Some server PSUs will not work with a UPS that uses a simulated sine wave output. Some PSUs

don’t seem to mind. The reasons are beyond the scope of this guide. | have seen the output of
some simulated sine wave UPSs on an oscilloscope and some of them are shockingly bad and do
not even come close to a sine wave. If you don’t want to take a chance, then get a UPS that
provides a proper sine wave at its output. Unfortunately, this will cost you more.

Whatever UPS you choose make sure it is supported on the Network UPS Tools (NUT) hardware
compatibility list. This will allow the server via an attached USB, serial, or network cable to monitor
the UPS.

Miscellaneous

N

Arrange your storage so that all VDEVs within a pool have redundancy. THIS IS VERY IMPORTANT!
Do not use a 1 disk vdeyv, it has no redundancy. THIS IS VERY IMPORTANT!

. Do not use RAIDZ1, as it has only 1 disk redundancy (Z2 has 2 disk redundancy and Z3 has 3 disk

redundancy). THIS IS VERY IMPORTANT!
Remember when any vdev fails in a pool it takes the entire pool with it!

. Read Cyberjock's guide to ZFS for newbies. Then read it again. It would probably be worth reading

it a third time.
Another good beginner's resource for ZFS is this guide by Ericlowe.
Home users will generally not benefit from a SLOG or L2ARC. More RAM is a better buy.

Esoteric Tips & Advice

1.

2.

No matter how well you train them, don’t use ferrets to build your server (that’s 3 years of my life
I’'m not getting back).
Same goes for pigeons (but they can be trained to make great cocktails).
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Specific Hardware Recommendations

Selecting hardware can be a difficult business even for the initiated. It usually takes a lot of time and
research, and even then it can still go very wrong (much like DIY surgery).

For those who don’t have the time, here is a specific list of hardware for a quiet FreeNAS server | made in
early January 2016.

The intention was to build an expandable, 8 bay, quiet FreeNAS system that would be situated in the
living room.

(The “quiet” part was very important as | did not want to upset the psychopath | share a house with,
although she prefers to be introduced to people as my girlfriend.)

If you don’t need a quiet system you can dispense with the costly Noctua fans and use the ones that
come as standard in the case.

Also, rack mounting your equipment makes things very neat and tidy, but | couldn’t find a rack mount
case that accommodated the Noctua fans.

The SSD capacity (in this case 256GB) is excessively large. If you can get smaller you will save some
money. As long as it is 16GB or more you should be fine.

The big expense with this system was the storage hard drives. If you don’t need 8 of these then the total
cost of the server can be significantly reduced.

Incidentally, | do not recommend the SilverStone SST-SDP10B bay adaptor. In the words of my old
Professor, “Bag of shite!” He was a plain speaking man.

Parts List

Item Description Qty

Processor Intel Xeon E5-2620v3 1

CPU Heatsink/Fan Noctua NH-U12DX i4 High Performance Intel Xeon CPU Cooler & 120mm Fan |1
Supermicro X10SRH-CLN4 Single socket R3 (LGA 2011) 8 SAS3 12Gb and 10

Motherboard SA'FI)'A 3 6GB 9 ( ) 1

Memory Samsung 8GB DDR4 2133MHz ECC Registered Server Memory - 7
M393A1G40DB0

Graphics Card Not needed

OS HDD 256GB Samsung 850 PRO 1

Data HDDs WD Red 4 TB 8

HBA Card Not needed

Optical Drive Not needed

Operating System Not needed

PSU Seasonic AU-650x 1
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Item Description Qty

Case Fractal Design Define XL R2 Titanium Gray 1

Rails Not Needed

Case Fans (Front) Noctura NF-Al14 2

Case Fans (Back) Noctura NF-Al14 1

Gigabit Network Switch|Not needed

UPS Eaton 5SC 1000i 1

SAS Cabl LSI 0.6m Cable SFF8643 to X4 SATA CBL-SFF8643-SATASB-06M (SFF8643 to
able X4 SATA) 2

Server Rack Not needed

KVM Switch Not needed

SATA Cable 1

Bay Adaptor 1

Molex-to-SATA Adaptor 1

The whole thing came to just over £2600 with the UPS (when the bill came in | slightly soiled myself).

If you decide to go with this very expensive build then it should look something like this when completed.
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Processor Validation

Processor validation is carried out by running a program on the server which works the processor at
100% of its capacity, 100% of the time. That means all threads in all cores working at 100% (or very near
to 100%) all the time.

These types of programs are generically referred to as “CPU Stress Testers” and there are various free
ones available on the internet.

There is no generally agreed duration for this test. | ran it for an hour.

Make sure you carefully observe the temperature of your processor during this test, especially if you
have built a quiet system as temperatures in these servers tend to run a little higher due to the much
slower fan speeds.

Fester uses the free version of a program called “Breakin” by Advanced Clustering run from a bootable
USB stick. If you want to use it then download it from their website.

It comes as an ISO file (but can also be obtained as a PXE image if you want to do this stuff across a
network).

The first thing we need to do is make the bootable USB stick.

Creating a Bootable USB Stick

Follow the instructions in Writing a USB Stick to write the Breakin image file to a USB Stick. You can
alternatively burn it to a CD-ROM, or mount the file via IPMI.

Using Breakin

Start by powering down the server if it isn’t powered down already.
Insert the bootable Breakin USB stick and switch on the server.

If all goes well you will eventually be presented with a screen like this. Chose the “standard settings”
option by using the “1"” and “1"” keys and then press the “Return/Enter” key.
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|| Java IKVM Viewer v1.60.25 [192.168.0.2] TestServer - Resolution 640 X 48, (5= S

Virtual Media Record Macro Options UserList Capture Power Control Exit

[ standard settings | | Select the version of breakin
WILN oon server wrld ror infol you wish to run
With =serial console (1152881}

With =erial console (576HH)
With =erial console (3846H) Press [F1]'ﬁ:rlﬂelp
With =erial console (19Z8H)

With =erial console (96HH)

Rescue mode

dvanced «lustering 'echnologies, inc

Pres=z [Tabl to edit options

The program will start to load up.

When it is finished you should see something like this with the test duration at the bottom of the screen

(1).

Any failures will be listed in the “Fail” column, with the number of times the test passed in the “Pass”
column just to the left of this (2).

Keep an eye on the temperatures especially if this is a quiet server build.

There should be zero failures.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ahvalid_cpu&media=fester:7e3205c0630d53ffd073fd2d04d031b7.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

-

< | Java iKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 34 [ iy -

Virtual Media Record Macro Options UserList Capture Power Control Exit

CFPFU usage
Mem Usage
Temps

Last message
B |Ho ECC errvrors found
:
g Temps

If at any point you need to stop the test open the virtual keyboard by selecting “Virtual Media” (1) from
the drop down menus along the top of the iKVM Viewer. Now select “Virtual Keyboard” (2) and click with
your mouse on F8 of the virtual keyboard (3).

Pressing F8 on your actual (i.e. physical) keyboard will not work.

If this works you should see something like this with “Command terminated normally” (4) at the bottom
of the screen.
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When you think the CPU has been thoroughly tested power off the server and remove the USB stick.

That's the CPU validation done.

Why No Prime95 Fester!

Prime95 is a CPU stress tester that seems to be popular with the FreeNAS community.

Unfortunately Fester could not make this bootable. | don’'t know how.

If someone would like to give me the information and some copyright free screen shots | would be happy
to include them in this guide or you could replace this or any section with your own?

From:
https://www.familybrown.org/dokuwiki/ - danb35's Wiki

Permanent link:

https://www.familybrown.org/dokuwiki/doku.php?id=fester112:hvalid cpu -'-'FE;J

Last update: 2016/06/08 23:27 [=]

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ahvalid_cpu&media=fester:0e6485fcf06f852b4b8225494622ff4c.png
https://www.familybrown.org/dokuwiki/
https://www.familybrown.org/dokuwiki/doku.php?id=fester112:hvalid_cpu

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

HDD/SSD Validation

HDD validation (in this case) basically involves 5 stages.

1. A SMART short test. This is a test that looks at certain aspects of the electrical and mechanical
performance of the HDD. It is not a thorough test of the HDD. The tests take somewhere in the
region of 2-5 minutes to complete.

2. A SMART conveyance test. This is a test performed on HDDs to check if they have survived transit
without any damage. (I don’t know how they differ from the short or long test if someone wants to
give me the information Fester will try to add it.)

3. A SMART long test. Think of this as an extended version of the short test. It is a much more
thorough test of the HDD and will include a surface scan of the drive. This test will take many hours
to complete depending on the capacity of the HDD.

4. A Badblocks test. This is a test where every physical location on the HDD has a write/read test
performed on it. The test consists of a block of data that gets written to every physical location on
the HDD in sequence. Every physical location on the HDD is then read back also in sequence and
each time at each location the value is checked to see if it is correct. This is one pass. The whole
process if repeated with a different block of data, this is the second pass. The badblocks test uses 4
patterns by default. This test will take a very long time, usually between 24 hours to a few days
depending on the capacity of the drive.

5. The SMART long test is repeated.

SMART Tests: A Short Introduction

SMART stands for Self-Monitoring Analysis and Reporting Technology.

A SMART test is a test a HDD or SDD can perform by itself on itself. These tests, often referred to as “self
tests” are carried out by the HDD’s/SDD’s onboard firmware, not a separate piece of software running on
the server as we have already seen.

The results of these tests are stored in the drives onboard non-volatile memory so they can be retrieved
and utilised by simply interrogating the drive in the correct way.

However, to be able to use the SMART capabilities built into the drives we need a program or an OS that
is capable of communicating with the built in SMART functions of the drive.

With such a program or OS present we can simply issue commands to invoke the firmware to initiate a
SMART test and/or interrogate a SMART drive to obtain the results of that test (very convenient).

Only one SMART test can be performed per drive. So you cannot run the short test and the long test on
the same drive simultaneously. Also the current SMART test must complete before another can be run on
the same drive. If a SMART test is running on a drive and you start another then the current test is
stopped and abandoned in favour of the newly requested test.

Fortunately, you can run SMART tests in parallel on different drives. So you could have any number of
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drives all performing the short test at the same time, or the long test or a mix if you wish (i.e. some
performing the short test and some performing the long test).

HDD/SSD Validation Via the FreeNAS OS Route

There is more than one way to carry out the HDD/SDD validation tests on the server.
A program specially written for this purpose could be used in a bootable form and run on the server.

However, the easiest way to conduct the HDD/SDD validation tests is to install the FreeNAS OS on the
server. It has everything we need. This is not a proper installation of the OS, but just a test installation so
we can conduct the SMART and badblocks tests needed.

There are a number of ways the FreeNAS OS can be installed, for example from a CD/DVD, or across a
network using PXE. Fester favours a USB stick.

Create the installer USB stick, install FreeNAS, and enable the SSH service, as described on the linked
pages. When you first log in to the web GUI, you'll likely see the Initial Wizard; you can just exit out of
this at this time.

Conducting The HDD/SDD Validation Tests (Finally!) In
FreeNAS Via An SSH Console

FreeNAS comes with certain software tools and capabilities built into it that will make the task of
HDD/SDD validation much easier. This is why we needed to install it before conducting the tests.

The SSH console provides no tools for validation purposes, but does provide the means by which we can
flexibly interact with the built in tools in FreeNAS to accomplish the validation tests. This is why we
needed to set this up before carrying out the tests.

SMART Short Tests Via The SSH Console

Open up the FreeNAS web GUI in your browser and log in.

Go to the “Storage” page (1) and click the “View Disks” button (2).
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No entry has been found

This should bring up a list of the storage HDDs (i.e. for data, not the OS) that are currently in your
system.

Make a list of the names of each drive (shown in a red box in the screen shot) these will be needed soon.
(On Fester’s system this would be da0 - da7, giving a total of 8 HDDs.)

Incidentally, the name FreeNAS gives the OS HDD is adaO. If you have two OS drives (i.e. a mirrored
configuration) this would be ada0 and adal respectively.

B B 9 = @ B © ¢ «« 0 .. «

Account System Tasks Network Storage Directory Sharing Services Plugins Jails Reporting Wizard
View Disks

Name Serial Disk Size Description Transfer Mode HDD Standby Advanced Power

Management

da0 WD+ 4.0TB Auto Always On Disabled

dal WD- 4.07TB Auto Always On Disabled

daz WD- 4.07TB Auto Always On Disabled

da3 WD- 4.07TB Auto Always On Disabled

dad WD- 4.0TB Auto Always On Disabled

das WD+ 4.0TB Auto Always On Disabled

da6 WD+ 4.0TB Auto Always On Disabled

da7 WD- 4.07TB Auto Always On Disabled

Start an SSH session and log in.

Where possible when entering commands it is easier and more accurate to use copy and paste. You can
copy the text out of this document in the usual way (i.e. highlight the text, right click with the mouse and
from the pop up menu select “Copy”) and then paste it into the PUTTY SSH console by simply right
clicking with the mouse anywhere in the console window (the copied text will appear at the command
prompt).
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If you do it manually then commands entered at the prompt must be exactly as shown including all the
spaces or they tend not to work.

Let us start by running the SMART short test on the OS drive labelled ada0 (in Fester’s case this is the
SSD drive).

At the command prompt type:
smartctl -t short /dev/ada0®

You should get the following screen, the entered command is shown in the first red box (1) and the
duration and completion time are shown in the second (2).

2P root@freenas:~ { (=] ‘ﬂh}

The Fr

the mod

umentation, help or s

v 1in off-line

off-1ine mod

(Do not worry about the fact that you cannot see any results or the test running. This is completely
correct. The results are obtained later by entering another command at the command prompt after all
the tests are completed.)

We now need to repeat this process for each drive in the system. We do not need to wait for this drive to
complete its test before starting another on a different drive.

So at the command prompt enter the command to start the SMART short test for the next drive in your
system (in Fester’s case this is da0, the first storage drive).

smartctl -t short /dev/da®

Then do the same operation for the next drive, and the next, until all the drives are running the short

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ahvalid_hdd&media=fester:1499824771f0655d67b5eb873ea4eb90.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

SMART test. In Fester’s case this would be:
smartctl -t short /dev/dal
smartctl -t short /dev/da2
smartctl -t short /dev/da3
smartctl -t short /dev/da4d
smartctl -t short /dev/da5
smartctl -t short /dev/da6
smartctl -t short /dev/da7

Make a note of the time when the last drive will complete the test and then go and get a cup of tea (or in
Fester’s case training Ferrets to make cheese cake).

When you are certain the last short test, on the last HDD has completed (you will know because you

noted the completion time on the last test) then it is time to start the conveyance tests.

SMART Conveyance Tests Via The SSH Console

If you have exited the SSH session then start another and login.

Run the SMART conveyance test on the OS drive labelled ada0 (in Fester’s case this is the SSD drive).
At the command prompt type in:

smartctl —t conveyance /dev/ada0

You should get the following screen, the entered command is shown in the first red box (1). However, the
conveyance test failed on this drive due to an input/output error shown in the second red box (2) (some
drives don’t support conveyance tests, if yours does this just move on to the SMART long test).

So | ran the test on the next drive in the system with the following command:
smartctl —t conveyance /dev/da0

This is shown in the third red box (3) and now we see how it normally looks when the command is
successful. The duration and completion time are shown in the fourth red box (4).
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e root@freenas:~

We now need to repeat this process for each drive in the system. We do not need to wait for this drive to

complete its test before starting another on a different drive.

So at the command prompt enter the command to start the SMART conveyance test for the next drive in

your system (in Fester’s case this is dal, the second storage drive).

smartctl -t conveyance /dev/dal

Then do the same operation for the next drive, and the next, until all the drives are running the SMART

conveyance test. In Fester’s case this would be:

smartctl

smartctl

smartctl

smartctl

smartctl

smartctl

-t

conveyance /dev/da2
conveyance /dev/da3
conveyance /dev/da4
conveyance /dev/da5
conveyance /dev/dab6

conveyance /dev/da7

Make a note of the time when the last drive will complete the test and then go and get a cup of tea (or in
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Fester’s case cleaning cheese cake off the walls, bloody ferrets!).
When you are certain the last conveyance test, on the last HDD has completed (you will know because

you noted the completion time on the last test) then it is time to start the long tests.

SMART Long Tests Via The SSH Console

If you have exited the SSH session then start another and login.
Run the SMART long test on the OS drive labelled ada0.

(Fester did not run this test on ada0 because the drive is an SSD drive. A surface scan on an SSD drive is
pointless. The reasons why are beyond the scope of this guide and relate to the way in which SSDs
handle a bad memory location using the built in hardware manager and over-provisioned memory).

At the command prompt type in:
smartctl —t long /dev/ada0

| can’t show you a screen shot of this on ada0 for reasons | have already explained. So let us go on to the
next drive in the system and run the SMART long test on that.

At the command prompt type in:
smartctl —t long /dev/da0®

You should get the following screen, the entered command is shown in the first red box (1) and the
duration and completion time are shown in the second (2).

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01



2023/06/23 16:01 67/263 UncleFesterll.2

EP root@freenas:~ l =ail=] |ﬂhlw
2016

umentation, help or support, go here:

We now need to repeat this process for each drive in the system. We do not need to wait for this drive to
complete its test before starting another on a different drive.

So at the command prompt enter the command to start the SMART long test for the next drive in your
system (in Fester’s case this is dal, the second storage drive).

smartctl -t long /dev/dal

Then do the same operation for the next drive, and the next, until all the drives are running the SMART
long test. In Fester’s case this would be:

smartctl -t long /dev/da2
smartctl -t long /dev/da3
smartctl -t long /dev/da4d
smartctl -t long /dev/da5
smartctl -t long /dev/da6
smartctl -t long /dev/da7

Make a note of the time when the last drive will complete the test and then go and get several cups of
tea (this one takes a while, most likely several hours).
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When you are certain the last long test, on the last HDD has completed (you will know because you noted
the completion time on the last test) then it is time to start the badblocks tests.

Badblocks Tests Via The SSH Console

The Badblocks test differs from the SMART tests in important ways.

Unlike the SMART test it is not a self-test. If is done using a piece of software built into the FreeNAS OS
(it's actually part of FreeBSD which FreeNAS is built on).

This means if we end the SSH session we also terminate the Badblocks test. Due to the long period of
time these tests take to complete it becomes seriously inconvenient to keep an SSH session open that
long.

Another problem that occurs is when we start the Badblocks program we can no longer input commands
into the SSH command prompt until Badblocks completes its test. Therefore, we cannot run Badblocks
tests in parallel on different drives (unlike the SMART tests that can run concurrently).

This means we would need to run one Badblocks test at a time on each drive consecutively (i.e. run
Badblocks on one drive and wait for that to complete. Then run it on the next drive and wait for that to
complete, until all the drives had been tested).

Considering that this test can take anything from 24 hours to 2 - 4 days depending on the capacity of the
drive, then the Badblocks test on an 8 drive system would take an inordinate amount of time (assuming 1
drive takes 3 days, an 8 drive system would take 3 x 8 = 24 days!).

So when conducting these tests we will use tmux which is a session multiplexer built into FreeNAS. A
session multiplexer is a console that is capable of running more than one session at the same time. This
means we can now run multiple instances of Badblocks in parallel on different drives (this reduces the 24
days to just 3 days).

Also when we close the SSH console, tmux on the FreeNAS system is kept open. It only closes properly
when we formerly exit the tmux session. This means we do not need to keep the SSH console open for 3
days on the client computer (very convenient).

However, there are some caveats to be aware of when using tmux.

FreeNAS Storage Volumes And A Known Problem With badblocks

If you have a volume (this is a Zpool) created on the server using the “Volume Manager” in the FreeNAS
web GUI, then it is essential to detach the volume before commencing any Badblocks tests.

This is because the FreeNAS OS does a series of small short writes to the volume (Fester does not know
the how or why of this, if someone wants to provide some information | will try to include it in the guide
so everyone can benefit).
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This activity will mess up the Badblocks tests!
This is how to check if your system has a volume.

¢ Go to the “Storage” page (1).
e Click on the “Volume Manager” button (2).

* If you see text that states “No entry has been found” (3) then your system has no volume and you

are good to go with the Badblocks tests.

s_%ﬁﬂq?g-@@nﬂﬂ
Storage

Account System Tasks Metwork Directory Sharing Services Plugins Jails

1

Volumes | Periodic Snapshot Tasks Replication Tasks  Scrubs  Snapshots WMware-Snapshot

Volume Manager Import Disk Import Volume View Disks

2

Name Used Available Compression

Storage

[No entry has been found | 3

However, if your system has a volume then you must detach it before continuing.

e
Reporting

-4

Wizard

Com

Detaching The Storage Volume Before A Badblocks Test (DESTRUCTIVE Method)

This is the DESTRUCTIVE method of how to detach a volume.
This means that any and all data on the storage disks will be destroyed forever.
(Which according to the latest scientific research is apparently a long time!)

e Go to the “Storage” page (1).
e Click on the “Volume Manager” button (2).

* |f you see entries similar to the screen shot (Fester’s volume is called “TestVolume”) (3) then your
system has a volume which you must detach before you are good to go with the Badblocks tests.
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4 TestVolume 1.2 MIiB (0%) 29.0 TiB & =
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e To detach the volume select it by clicking on it (it will turn blue when this is done) (1).

e Now click the “Detach Volume” button (2).

e Then tick the “Mark the disks as new (destroy data):” tick box (3)

e (THIS WILL DESTROY ANY AND ALL DATA YOU MAY HAVE ON THE STORAGE DRIVES, DON'T DO THIS
IF YOU HAVE DATA YOU WISH TO KEEP).

e Now click the “Yes” button (4).

Detach Volume

You have 1.2 MiB of used space within this volume

Mark the disks as new (destroy data): 3 .

4 Volume: Are you sure you want to detach?

Yes Cancel

e
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Detaching The Storage Volume Before A Badblocks Test (Non-Destructive
Method)

To detach the volume select it by clicking on it (it will turn blue when this is done) (1).
Now click the “Detach Volume” button (2).

DO NOT TICK the “Mark the disks as new (destroy data):” tick box (3)

Now click the “OK” button (4).

Detach Volume

You have 1.2 MIiB of used space within this volume

Mark the disks as new (destroy data): 3 @

£l Volume: Are you sure you want to detach?

=

When you have carried out the non-destructive version of the Badblocks test (more on this in a
moment) you will then need to reattach the volume.

Importing An Unencrypted Volume After A Non-Destructive Badblocks Test

This is how to reattach a non-encrypted volume in the FreeNAS web GUI.

e Assuming you have selected the “Storage” page click on the “Import Volume” button (1).
e If the volume is not encrypted then click the “No: Skip to import” radio button (2).
e Now click the “OK” button (3).

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ahvalid_hdd&media=fester:1be028514f63d39bfe3c59fd35817ab9.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

Import Volume

Step 1 of 2

Encrypted ZFS volume? 2 e (0 No: Skip to import

* || Yes: Decrypt disks

This will take you to a second screen and step 2 of a 2 part process.
e In the “Volume:” drop down selection box (1) you should see your previously detached volume.

¢ With the correct volume selected click the “OK” button (2) and the volume should be imported
momentarily.

Import Volume

Step 2 of 2
1

[ =
Volume: IlTEStVolume [zfs, |d=15?9605?92?49733227]| b |I

oK Cancel ]

Importing An Encrypted Volume After A Non-Destructive Badblocks Test

This is how to reattach an encrypted volume in the FreeNAS web GUI.
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e Assuming you have selected the “Storage” page click on the “Import Volume” button (1).
e If the volume is encrypted then click the “Yes : Decrypt disks” radio button (2).
e Now click the “OK” button (3).

Import Volume

Step 1 of 2

Encrypted ZFS volume? ¢ | | No: Skip to import

* 0 Yes: Decrypt disks
)

This will take you to a second screen and step 2 of a 3 part process.

¢ Select the disks that form the volume from the “Disks:” window (1) (in Fester’s case this was all of
them).

e Now click the “Browse” button (2) and a window will pop up that allows you to load in your
previously saved geli key (when creating encrypted volumes always make sure you save a
recovery key).

» Navigate to the location of your key and load it into the FreeNAS GUI. If all goes well you should see
it next to the “Browse” button (Fester’s shows up as geli.key) (2).

e Now type in the passphrase (which is a password you created when you made the encrypted
volume), in the text box next to “Passphrase:” (3) (Fester very imaginatively used test here).

e Now click the “OK” button (4).
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Import Volume

Step 2 of 3

Disks:

Encryption Key q )

e ——
Passphrase: ( |uu| ) 3
e

The third and final screen will now appear.
e In the “Volume:” drop down selection box (1) you should see your previously detached volume.

¢ With the correct volume selected click the “OK” button (2) and the volume should be imported
momentarily.

Import Volume

Step 3 of 3
1

Volume: |TestVqume [zfs, id=24l]6341693?0869l]888]| - |

Destructive Badblocks Test Using tmux
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Start an SSH session and log in.

Before starting tmux we need to enable the kernel geometry debug flags, so type in this command at the
command prompt.

sysctl kern.geom.debugflags=0x10

(When all the Badblocks tests are done the kernel geometry debug flags must be returned to their
normal state. Thankfully no additional command is necessary, just reboot the server as this setting is not
persistent and cannot survive the reboot.)

Now type the following command at the command prompt.

tmux

You should see a screen something like this. Notice the green band at the bottom of the screen, this is a
tmux session.
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@ root@freenas:~ { =] |i:hl1

[root@freenas] ~# I

| will not be running the Badblocks test on ada0 (the SSD drive) there is no point as already explained
and this is a destructive test (the FreeNAS OS is on this drive!).

This leaves the 8 data storage drives to check.

This means | will need 8 sessions opened in tmux (open the number of sessions that suits your
requirements).

Let us start by renaming the current session in tmux to something more meaningful than “csh”.
In the tmux window press the “Ctrl” and “b” keys together, release them and then press the “,” key.

The bar at the bottom of the window should turn yellow and you can now delete the “csh” text and
rename it (Fester called his “da0” after the drive that will be tested).
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@ root@freenas:~ l — g ‘i?-]ﬁ

r@freenas] ~# -

(rename—-window) m I

When you have typed in the new name press the “Return/Enter” key, the bar should now resort back to
its original green colour and the session should be renamed.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ahvalid_hdd&media=fester:1ca4b4377f61e21efd0955f084ee351f.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

root@freenas:~ l — | = ‘ ‘,

[rootRfreenas] ~# I ~

m

_
At this point we need to create an additional session and rename it for the next drive to be tested.
To create a new session press the “Ctrl” and “b” keys together, release them and then press the “c” key.

You should get something like this where “1:csh*” is the newly created session. Incidentally the asterisk
just denotes the currently selected session.
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EP root@freenas:~ l enli=] |ﬂ:‘?—]1

[rootl@freenas] ~# I

" s

Let us rename this session by pressing the “Ctrl” and “b” keys together, releasing them and then
pressing the “,” key. Type in the new name and press the “Return/Enter” key (just as we did before, |
called this one “dal” after the next drive to be tested).
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B2 root@freenas:~ { == |ﬁ'~\?—]1

[root@freenas] ~# I

Navigation between the different sessions is achieved by pressing the “Ctrl” and “b” keys together,
releasing them and then pressing the “n” key. This will take you to the next session along.

Alternatively you can also press the “Ctrl” and “b” keys together, release them and then press the “p”
key. This will take you to the previous session.

By using the next and previous navigational keystroke combinations you can navigate through the
different sessions, the asterisk signifying which session you are currently viewing.

Using the key combinations already explained let us create the remaining sessions needed and rename
each one.
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22 root@freenas:~ [ — =g &I

[root@freenas] ~# I -

m

—————————————————

Now we can run the Badblocks tests from within tmux.
Navigate to the first session (i.e. “0:da0”) and type in the following command at the prompt.
badblocks -ws /dev/da0

Fester uses a slightly different command to improve the efficiency of the tests with the WD40EFRX
drives. These drives have a sector size of 4096 bytes (even though they report 512 bytes, naughty
Western Digital). | also like a more verbose output from these tests so the command includes the -v
switch. I include it here for informational purposes only. In addition to improving efficiency, the “-b 4096”
below is required with larger disks (i.e., larger than about 4 TB).

badblocks —b 4096 —vws /dev/da0
If the command executes properly you should see something like this.

You will see from the screen the completion progress expressed as a percentage (1) and any errors that
have occurred expressed like this “(0/0/0 errors)” (2).

There should be zero errors throughout the test. If you get even one error then you should return the disk
for testing.
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£ root@freenas:~ = | 3] [

m

Now navigate to the next session (in Fester’s case that is “1:dal”) and type this at the command prompt.
badblocks -ws /dev/dal
(Or Fester’s variation if it suits you better, but remember to change the drive name from “da0” to “dal”.)

Repeat this process of changing session and running the Badblocks command for every drive in your
system that you want to test. In Fester’s case this means running these commands while changing
sessions each time.

badblocks -ws /dev/da2
badblocks -ws /dev/da3
badblocks -ws /dev/da4d
badblocks -ws /dev/da5
badblocks -ws /dev/dab6

badblocks -ws /dev/da7

Non-Destructive Badblocks Test Using tmux

To do a non-destructive badblocks test, follow the instructions above, but replace -w with -n. Example
commands might look like:
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badblocks -ns /dev/da0
or
badblocks -b 4096 -nsv /dev/dal

This test is intended to be non-destructive-once it has completed, the data on your disk should be
unharmed. Even so, I'd discourage running this on a disk with important data unless you have a good,
readily-accessible backup.

Stopping A Badblocks Test In tmux

If for any reason you need to stop a Badblocks test then navigate to the applicable session at press the
“Ctrl” and “c” keys together, then release them. This should stop the test.

@root@freenas:- == X

ifreenas]

m

Detaching a tmux Session

Once you've started all your tests running, you can “detach” your tmux session to let the tests run while
you do something else with your SSH session (or just close the SSH connection entirely). To do this, press
the “Ctrl” and “b” keys together, then press the “d” key. This will return you to your SSH session, without
the tmux session (you'll notice that the green bar isn't present on the bottom of the screen).
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Resuming A Session In tmux

Badblocks tests can take a long time (when the tests completed Fester was far from where he had
started due to Continental Drift and Plate Tectonics).

You do not need to keep the terminal open or the client computer switched on in order to keep the tmux
session running.

If you need to pack up for the night then just close the window that the sessions are running in (just don't
shut down the server). Then get your ferrets to shut down your client computer and your pigeons to
knock up a suitable night cap (I find a Multiple Orgasm very agreeable before bed).

£P root@freenas:~ = | S}

When you need to re-establish the connection with the tmux session/s simply start an SSH session and
log in.

Type the following command in the command prompt.
tmux attach
or simply

tmux a
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E? root@freenas:~

login as: root

FreeNAS (c) 20095-2015, The FreeNAS Development Team

211 rights reserved.
FreeNAS is released under the modified BSD license.

For more information, documentation, help or support, go here:
http://freenas.org
MWelcome to FreeNAS
[rootRfreenas] ~# tmux atta:hl

This should return you to the tmux session(s).

@ root@freenas:~

[root@freenas] ~# badblocks -b 4096 -vws /dev/dal

Checking for bad blocks in read-write mode

From block 0 to 976754645

Testing with pattern Oxaa: set o direct: Inappropriate ioctl for device
1.39% done, 35:11 elapsed. (0/0/0 errors)

done, 2:59:56 elapsed. (0/0/0 errors)

When the tests are complete navigate to an open session, note the results if you need to and then type
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the following into the command prompt.

exit

This will close that particular session in tmux.

Do this for each session in turn until you have exited all the sessions in tmux.

You will find that on exiting the last open session in tmux you will be returned to the standard SSH
console (in Fester’s case PuTTY).

Now reboot the server to reset the kernel geometry debug flags to their standard setting.
That’s the Badblocks tests complete.

In order to complete all the HDD validation tests we must now repeat the SMART long tests. As this has
already been documented | won't repeat it here. Just go back to the relevant section and repeat again.

Once the SMART long tests have completed then it is time to collect the results.

Getting Your Test Results

Getting your test results is always a tense moment.

(I remember such an instance in the doctor’'s examination room after an unforgettable trip to Bognor
Regis, often referred to as “The Riviera of the South West”. Unfortunately the doctor confirmed Fester
had come back with more than just fond memories, but with the liberal application of a strong antibiotic
cream Fester was as good as new in a couple of weeks.)

Here is how to get your results.
(Do not start this section until all HDD tests have been completed.)
Open an SSH console and log in.

We are going to issue a command to each HDD/SDD in succession that will interrogate and retrieve the
results of the tests stored in each drives memory using SMART commands.

At the command prompt type in the following command using the name of the first drive you want to
interrogate (in Fester’s case this is ada0).

smartctl —a /dev/ada0
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Buthenticating with public key "Test SSH"

Passphrase for key "Test SS5H":

Last login: Mon Apr 25 11:00:28 2016 from 192.168.0.5
FreeBSD 10.3-RC3 (FreeNAS.amdé6d) #0 8¢bSbol (freebsdll
201e

3
. o

Mon Mar 21 17:43:20 PDT

FreeNAS (« )0 ) The FreeNAS Development Team
211 rights reserved.
FreeNAS is released under the modified BSD license.

For more information, documentation, help or support, go here:
http://freenas.org

Welcome to FreeNAS

[root@freenas] ~#[smartctl -a /dev/adal

This should produce the following screen with the test results. The window displaying the information has
been maximised (1) so it is easier to read.

0x0032 0 09 000 0ld_age Alwi
0x0032 0 099 000 old_age
177 Wear_Leveling_Count 0x0013 0 000  Pre-fail Alw
0
9 Used Rsvd Blk Cnt_Tot 0x0013 00 00 010 Pre-fail Alw:
0
Program Fail Cnt_Total 0x0032 00 0 010 old_age Alw
0
Erase_Fail Count_Total 0x0032 00 0 010 old_age
0
3 Runtime Bad Block 0x0013 00 0 010 pre-fail Alw:
0
0x0032 00 0 000 0ld_age Always
0x0032 0 000 0ld_age  Alw:
0x001a 00 00 000 0ld_age
0x003e 00 0 000 old_age Alw
0x0012 0 09 000 0ld_age Alwi

0x0032 0 099 000 o0ld age Alwe
Remaining LifeTime (hours)

SMART Selective self-test log data structure revision number 1
SPAN MIN LBA MAX LBA CURRENT TEST TU
1 0 0 Not_testing
2 0 0 Not_testing
3 0 0 Not_testing
4 Not_testing
5 0 0 Not test
ve self-test flags (0x0):
ning selected spans, do NOT read-scan remainder of disk.
If Selective self-test is pending on power-up, resume after 0 minute

[root@freenas] ~# [

At this point Fester copies the information and pastes it into a text editor for ease of use.
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If you want to do this then select the text in the SSH console by clicking with the left mouse button where
you want to begin, hold it down and then highlight the text you want to include.

When you have done this press the “Ctrl” button and the “v” button together. This keystroke will copy
the highlighted text into the clip board.

Open the text editor you wish to use (Fester uses Notepad in Windows) and paste it into the text into the
editor.

You now need to repeat this process for the next drive in your system.

At the command prompt type in the following command using the name of the next drive you want to
interrogate (in Fester’s case this is da0).

smartctl —a /dev/da0
This will produce the next set of results in the SSH console. Copy and paste as before (if you want to).

Now repeat the process for the next drive and the next until all the drives have been interrogated and
their data copied and pasted.

(In this way you will build up a list of each drives test results in a single text file that can be saved for
examination later.)

In Festers case this would mean issuing the following commands in the SSH console.
smartctl —a /dev/dal
smartctl —a /dev/da2
smartctl —a /dev/da3
smartctl —a /dev/da4
smartctl —a /dev/da5
smartctl —a /dev/da6
smartctl —a /dev/da7

These commands produce copious amounts of information about the drives. If you want something a
little less gregarious then use this command instead (don’t forget to change the drive name each time,
and note the capital -A rather than the lowercase -a).

smartctl —A /dev/ada0

This should produce a screen that looks something like this (much more compact).
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1}? root@freenas:~

[root@freenas]

R ———

So you have now gathered your results, but they make about as much sense as a bacon butty at a bar
mitzvah.

What now?

Making Sense of SMART Data

When looking at SMART data from a SMART storage device certain entries in the table are not important
in terms of data integrity and health. They just give general information (e.g. Model, serial number, etc)
and other types of information that could be useful in certain circumstances.

Other entries are very important and should immediately ring alarms bells if certain values are present.

In terms of HDD/SDD hardware validation these are the entries in the SMART data you need to scrutinise.

ID# ATTRIBUTE_NAME| FLAG VALUE WORST|THRESH| TYPE|UPDATED WHEN_FAILED RAW_VALUE
1 Raw_Read Error Ratel 0x002f 200 200 051| Prefail| Always - 0

5| Reallocated Sector Ct/0x0033| 200 200 140/ Prefail| Always - 0

7 Seek Error_Rate|0x002e| 200 200 000(0ld_age| Always - 0
10 Spin_Retry Count/0x0032| 100 100 000/0ld_age| Always - 0
11| Calibration_Retry Count/0x0032, 100 100 000/0ld_age| Always - 0
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196|Reallocated_Event_Count/0x0032| 200/ 200 000/0ld_age| Always - 0
197| Current_Pending_Sector|0x0032| 200/ 200 000/0ld_age| Always - 0
198 Offline_Uncorrectable/ 0x0030| 100, 253 000/0ld_age| Always - 0
199| UDMA CRC_Error_Count/0x0032| 200/ 200 000/0ld_age| Always - 0

If you get any value other than zero in the “RAW VALUE"” for these entries you should be suspicious of
this drive and may need to return the device for testing depending on the manufacturer’s warranty.

Another area you should look at is the “SMART Self-test log structure”. Here is an example. It will tell you
if the drive passed its tests. Any result other than “Completed without error” is cause for concern.

SMART Self-test log structure revision number 1

Test Description

Status

Remaining
LifeTime(hours)

LifeTime(hours)| LBA of first error

Completed without

error

. 0, -
#1 Extended offline error 00% 503
# 2| Conveyance offline Completed without 00% 494 -
error
#3 Short offline| Completed without 00% 75 i

(If Fester is misinformed about interpreting SMART data or has omitted something important please let
me know and | will try to put it in the guide or you could replace this or any section with your own?)

That’'s the HDD/SDD validation completed. Now it is time to reinstall FreeNAS and create a basic server.
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Hardware Validation

Statistically speaking electronic equipment tends to fail towards the beginning of its life cycle or towards
the end.

So when buying hardware to build a server, how do we know if we have a component or device that will
fail early or towards the end of its life cycle?

We don’t know. So we stress the hell out of it before entrusting it with any data to see if it will fail (Fester
takes a similar approach with underwear). If it doesn’t it is probably (statistically speaking) going to give
good service. This is basically hardware validation.

The areas that usually get stress tested are the processor, memory and the HDDs in the server, although
technically you can stress test anything in a computer if you have the relevant tool (Fester can be found
stress testing his head with a hammer when he forgets his medication).

Stress testing usually takes the form of running a piece of software on the server that intensely and
repeatedly tests (and therefore stresses) a particular component or device in the server (i.e. memory,
processor, etc). The generic term for software of this type is “burn-in” software.

You can place a monitor and keyboard on the server or use IPMI to administer and observe the tests.

Fester puts the server in its final location at this point (in my case the living room) and monitors through
IPMI. This is because when monitoring temperatures during the validation tests, | want to see how hot the
server will get with the given ambient temperatures in the final location. This will give me a truer picture
of how hot the server could get (mine is next to a radiator, not the smartest choice, but there were no
other options without upsetting the psychopath).

This section discusses using discrete software tools to check out the CPU, memory, and hard drives on
your system. Most of these tools, or equivalents, are also available in a single package on the Ultimate
Boot CD. The structure of that download means that it can't be directly burned to a USB stick, but it can
be burned to a CD or mounted via IPMI.
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Memory Validation

Memory validation is performed by running a piece of software on the server that basically writes data to
a memory location, reads it back and then checks it is correct.

Once this has been done for the particular memory location under test, the program will then move on to
the next location until all locations have been tested.

The program can perform a variety of different tests usually specified by the user. It may also start the
whole process all over again from the start after completing all the tests specified until the program
completes or is stopped by the user.

Fester uses “MemTest86+" for memory testing from a USB stick, but there are many other free memory
testers available.

Creating a Bootable MemTest86+ USB Stick

Download the “MemTest86+ USB Drive” ISO image for Windows. Unzip the file and write it to a USB stick
or mount via IPMI.

Using MemTest86+

Shut down the server if it isn’t already and then insert the USB stick.

Power up and the server should boot into the MemTest86+ start up screen as shown.
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< | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 31 [~

Virtual Media Record Macro Options UserlList Capture Power Control Exit

Available Versions:

1) U4.3 (Default)
2 U4.3 (One Pass enabled)

Troubleshooting Options:

(Boot Trace Enabled)
(S5tart only one CPU)
(Serial console enabled)

If you are happy running the default tests, then when the start up screen appears do nothing, don’t hit
any keys just wait and after a short period of time MemTest86+ will just launch into the default tests with
no user intervention.

Fester uses the default tests (I don’t know if this is a good or bad idea, perhaps someone has some
advice on this so | can improve the guide).

When MemTest86+ is conducting the tests you should see a screen that looks something like this.
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|= | Java iIKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 21 l = | |ﬂh

Virtual Media Record Macro Options Userlist Capture PowerControl Exit

Mentest86 v4.3.7 Intel Xeon(R) E5-Z2628
PU Clk : 2488 MH=z Pass 172 #ushs
1.1 Cache: 64K 133948 MBr=s Test 86 #uHHHHHBHSAGHHMHERARBRHHHERTRER BN
L2 Cache: 256K 36977 MB-= Test #7 [Moving inversions, 32 bit patternl
.3 Cache: 15368 25848 MB/s Testing: 146 - 166G ZH48NM of 166G
166G 11945 MBrs Pattern: BEBBBAAA

B12345 CPUs_Found: 12 CPU_Mask: fFfEFFfff

State: WsWWWLW CPUs_Started: b6 CPU=_fctive: 1

vl @ 2.4BGH=z

(ESClexit (clconfiguration (Spacelscroll_lock (Enterlscroll_unlock

| ran the test for 24 hours. But some people run this test for days or even weeks!

The test should return zero errors (circled in red in the previous screen shot). If you get even one error
then this might be a faulty module/s and should be returned for testing. It cannot be used for the
FreeNAS server as it will likely cause corruption in the ZFS file system.

When you are finished press the “Esc” button (this will reboot the server) or switch it off with the power
button. Don’t forget to remove the USB stick.

That’s the memory tested.
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Configuring FreeNAS 11.2 (The essentials)

There are a number of ways you can configure FreeNAS (e.g. through the GUI or through an SSH console,
etc), this is just one way. Ordinarily the configuration should be done through the web GUI.
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Creating A Bootable FreeNAS Installer

Download the latest ISO for FreeNAS from the FreeNAS.org web site. Then follow the appropriate
instructions for your operating system to write it to a USB stick, or mount the ISO using IPMI.
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Installing FreeNAS 11.2

Start by powering down the server if it isn’t powered down already.
Insert the bootable FreeNAS 11.2 installation USB stick and switch on the server.
If all goes well you will eventually be presented with the GNU GRUB screen.

Hit the “Return/Enter” key or wait for the counter to reach zero (shown in a red circle in the screen shot)
and the process will start automatically.

= Java iKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 35 [ iy -

Virtual Media Record Macro Options UserList Capture Power Control Exit

GHNU GRUB vwersion £.8Z7beta’

FreeNAS Installer

Use the Tt and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or "¢’ for a command-line.

The highlighted entry will be executed automatically in] 13s.

The FreeNAS console setup screen will appear.
Navigate around it using the “«<—1 1" keys and to activate your choice hit the “Return/Enter” key.

Chose option 1 “Install/Upgrade” (1), select “OK” (2) and press the “Return/Enter” key.
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|= | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FP5 30 l = | |%‘

Virtual Media Record Macro Options UserLlist Capture PowerControl Exit

FreeNnS 9.18-RELEASE Console Setup

1 < e

3 Reboot Systen
4 Shutdown 3System

7 <Cancel?>

Now select the storage device you want the FreeNAS OS installed on (in Fester’s case it's the SSD drive).
Do not chose any of the HDDs you intend to use for your data, the FreeNAS OS cannot reside on any of
the data storage disks (in Fester’s server that is any of the WD40EFRX HDDs).
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i, N

|= | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FP5 33 l = | |ﬁ

Virtual Media Record Macro Options UserlList Capture Power Control Exit

Choose destination media
Select one or more drives where FreeNAS should be
installed (use arrou keys to navigate to the drive(s)
for installation: select a drive with the spacebar).

NAMNRALK KR -~ H
UD4BEFRX -68U
UD4BEFRX-68U
WD4HEFRX-68U
UD4BEFRX-68U
UD4BEFRX-68U
UD4BEFRX-68U
UD4BEFRX-68U

LS B T R
L R e e e R

{Cancel>

With the drive of your choice selected press the “Space Bar” key and an asterisk should appear next to
the selected drive (1) now select “OK” (2) and press the “Return/Enter” key. If you want to install to two
mirrored USB sticks, select them both and the installer will create the mirror.
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|= | Java iIKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 29 l = | |%‘

Virtual Media Record Macro Options Userlist Capture PowerControl Exit

Choose destination media
Select one or more drives where FreeNAS should be
installed (use arrow keys to navigate to the drive(s)
for installation: select a drive with the spacebar).

1@ Samsung SSD 858 PRO 256GB -- 238.5 GiB
dal

ATA WDC UWD4BEFRX-68U -- 3.6 TiB
dal ATa WDC WD4BEFRX-68UW .6 TiB
dad ATA WDC WD4BEFRX-68U .6 TiB
da3 ATA WDC WD4BEFRX-68UW .6 TiB
da4 ATA WDC WD4BEFRX-68UW .6 TiB
dab nTa WDC WD4BEFRX-68UW .6 TiB
dab ATa WDC WD4BEFRX-68U .6 TiB
da? ATA WDC WD4BEFRX-68U .6 TiB

2 ( @l £Cancel>

If you see the following screen (it will only appear if FreeNAS has previously been installed on your boot
device), select “Fresh Install” on the next screen and hit the “Return/Enter” key.

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ainstall_installing&media=fester:50c38192658e6c7b01d2eb7e7f1efd20.png

2023/06/23 16:01 101/263

UncleFesterll.2

|= | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FP5 35 l = |

Virtual Media Record Macro Options UserlList Capture Power Control  Exit

Upgrade this FreeNAS installation

Do you wish to perform an upgrade or a fresh installation on adaB@?

Upgrading the installation will preserve your existing configuration.

{Upgrade Install> @

A warning screen will now appear, just select “Yes” and press the “Return/Enter” key.
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[= | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FP5 35 { = | |ﬁ

Virtual Media Record Macro Options UserlList Capture PowerControl Exit

FreeNAS installation

WARNING:

- This will erase ALL partitions and data on adaB.
- You can’t use adaB for sharing data.

NOTE :

- Installing on flash media is preferred to installing on a
hard drive.

Proceed with the installation?

< fes >

The next screen will ask you to create a login password for accessing FreeNAS. This is the final

installation so a strong password (1) is recommended (you can change it later in the FreeNAS web GUI),
just make sure you remember it.

Now press the “Tab” key, this should take you to the “Confirm Password” section and re-enter your
password (2).

Press the “Tab” key again and this should take you to the “OK” section (3), press the “Return/Enter” key
and the installation should begin.
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|= | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 35 l = | |ﬁ‘

Virtual Media Record Macro Options Userlist Capture Power Control Exit

Enter your root password: cancel for no root
passuord

Password:
Confirm Passuword:

@ <Cancel>

When the installation is complete you should see a screen like this. Power off the server and remove the
USB stick.
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| = | Java i(KVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FP5 35 l = | |ﬁ‘

Virtual Media Record Macro Options Userlist Capture PowerControl Exit

The FreeNAS installation on adaB succeeded!?
Please reboot and remove the installation media.

Now power up the server and the first screen you encounter will be the GNU GRUB screen, don’t press
any keys just wait a few seconds and it will automatically continue booting up FreeNAS.

When FreeNAS has finished booting you should see a screen like this with the IP address of the FreeNAS
web GUI on display (shown in red in the screen shot).

(There are 4 IP addresses on Fester’'s screen because there are 4 NICs on the motherboard, and he has
them all plugged in. This isn't ordinarily a good configuration-only plug in one NIC.)
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[£ | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 35

Virtual Media Record Macro Options UserList Capture Power Control Exit

Configure Network Interfaces
Configure Link Aggregation
Configure ULAN Interface
Configure Default Route
Configure Static Routes
Configure DHNS

Reset Root Passuword

Reset to factory defaults
shell

System Update (requires networking)
Create backup

Restore from a backup
Reboot

Shutdown

may try the following URLs to access the web user interface:

//192.1668.8 .58
/2192 .168.08.59
/2192 .168.8 .61
/2192 .168.8 .62

Enter an option from 1-14:

Make a note of the IP address/s for the FreeNAS web GUI, it will be needed soon.

That’s FreeNAS 11.2 installed now we need to configure it.

(By using IPMI or looking it up in your router’s attached devices table, you will always be able to find the

FreeNAS web GUI even if it changes.)
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Uncle Fester's Basic FreeNAS 11.2
Configuration Guide

Introduction

This guide has been written with complete beginners to FreeNAS in mind (although some general
computer knowledge is assumed).

Therefore, depending on your level of knowledge and experience, you probably won’t need to read all the
sections.

Please note: This guide was written for FreeNAS 11.2. If you're using a later version, the GUI images
may not be accurate.

There is some Fester humour throughout the guide (or what passes for humour in Fester’s very strange
world). It is there to try and keep the user of this guide going until they reach the end. This is a very
boring document. The humour will not be to everyone’s taste. If you find it offensive just ignore it and
move on; Fester means no harm.

Download

Download a PDF copy of this guide by clicking the link below:

Aim and Scope of This Guide

This guide is for people who want or need to set up FreeNAS as quickly as possible with a minimum of
fuss.

The aim is to provide all the information you need in one place to set up a basic FreeNAS server.

e |t is not intended to teach or educate.

e It is no substitute for learning and understanding the FreeNAS OS.

e |t is no substitute for the excellent official guide that accompanies the FreeNAS OS.
e |t is my attempt to give something back to the FreeNAS community.

It is my hope that others will contribute, augment, update and completely replace parts of this guide so it
can be a useful resource to all FreeNAS beginners . To more easily enable this, the guide is highly
sectionalised and released under a Creative Commons Attribution license.
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Disclaimer

This guide has been written by a FreeNAS complete beginner for complete beginners.

Proceed at your own risk. | will not be held responsible for anything that happens to your system, you,
your hair, the real wood veneered floor, your prostate gland or the world in general. | take no
responsibility for anything (just ask anyone who knows me).

Table of Contents
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Mounting an ISO Image File via IPMI

If your motherboard supports IPMI, you can mount image files (like the FreeNAS installer, Memtest86+, or
other test utilities) through the virtual console. Your system will see the file as a local CD-ROM or flash
drive. To start, open a web browser, and browse to the IP address of the IPMI interface on your server.

Mozilla Firefox

http://192.168.1.11/
€ 192.168.1.11 c Search B 9 ¥ 4 © 0 » B~

SUPERMICR®'

Please Login
Username | ADMIN
Password | +eeed|

login

Log in with the username of ADMIN and the password you chose. In the IPMI window, under the Remote
Control menu, click on Console Redirection.
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Mozilla Firefox

http:/{/192...e=mainmenu *

€ O] 192.168.1.11 e | |Q search w B8 + & © 9 » B~ =
Host Identification:
SUPERMICR. Server: 192.168.001.011 (@ NormalJ)Refresh{ijLogout English
User: ADMIN ( Administrator ) —
| System Server Health Configurati Control Virtual Media Maintenance Miscellaneous
Console Redirection
& system S Summary Power Control
Launch SOL
& System Information Firmware Revision : 03.39 IP address : 192.168.001.011
Firmware Build Time : 2015-02-03 BMC MAC address : 00:25:90:ce7f:2b
& FRU Reading System LAN1 MAC address : 00:25:90.caf3:40

System LANZ2 MAC address : 00:25:90:cafa:41
System LAN3 MAC address : 00:25:90:ca:f3 42
System LAN4 MAC address : 00:25:90:ca:f3:43

Remote Console Preview

Refresh Preview Image

javascript:page_mapping(‘remote’, 'man_ikvm')

Click on the Launch Console button. You'll probably need to click some confirmation messages for Java;
these vary from system to system. Once you've confirmed them, the console window will open. Under
the Virtual Media menu, click on Virtual Storage.
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A S Java iKVM Viewer v1.69.21 [freenas-ipmi.familybrown.org] - Resolution 752 X 413 - FPS 20
Virtual Media | Record Macro Options UserList Capture Power Control Exit

Virtual Storage

v"tualKe?boardwnualsnwage
Conf igqure B
Configqure Link Aggregation
Conf igure ULAN Interface
Configqure Default Route
Configqure Static Routes
Configure DN3
Reset Root Password
Reset to factory defaults
Shell

1) System Update (requires networking)

11) Create backup

12) Restore from a backup

13) Reboot

14} Shutdoun

You may try the following URLs to access the web uszer interface:

http:r-192.168.1.10
http:-r-192.168.2 .2
https:»-192.166.1.10
https:r-192.168.2.2

Enter an option from 1-14: |

In the Virtual Storage window, click on the CD-ROM & ISO tab. Then, under Logical Drive Type, select
ISO File. Click the Open l... button, then browse to the .iso file you want to mount. Click the Plug In
button, then click OK. Your .iso file will be attached to your server and appear as a local CD-ROM.

@ © Virtual Storage 1.2 r2

USB Floppy&Flash | CDROME&ISO
Settings for Device2

Logical Drive Type Image File Name and Full Path
ISO File b Open I...

Refresh Plug in OK

Connection Status History
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Global Configuration of jJails

Before setting up any plugins on the server we must first configure the global settings for all Jails.

Click “Jails” in the left column.

Activated Pool for Jail Manager: tank

CONFIG

jalls created before FreeNAS 11.2 must be managed from the web interface.
Direc

Sharing Q, Filter Jails COLUMNS -

IPv4 Address IPv6 Address Status Release

Plugins

Activated Pool for Jail Manager: tank

tank

ACTIVATE HIDE CONFIG

Ensure your pool is selected (if you've created more than one pool, select the pool on which you want
your jails to live), and click the “Activate” button.

That's global configuration of the Jails done.
Now we can install some plugins, or create some new jails by hand.

Incidentally you are not confined by the plugins on offer in FreeNAS. It is possible to configure programs
that work in FreeBSD so they will work in FreeNAS Jails. This often requires a lot of manual configuration
and probably some things Fester is completely unaware of at present. You will also need a good

knowledge of FreeBSD commands and UNIX permissions in order to work this way. It offers a great deal
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of flexibility but is not easy.
Plugins however, are designed so that you can do everything you need from within the FreeNAS GUI.

Fester uses the supplied plugins in FreeNAS as | don’t know enough at present to install and compile
programs by hand for Jails.
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Jails

| decided to create a separate section for Jails. | did this so others can easily add their plugin guides after
this one. In this way a repository of different plugins can be accumulated over time.

The user of this guide can then choose the one they need for the plugin of their choice.

Jails basically allow the FreeNAS OS to be customised in particular ways to provide extra functionality and
offer additional services that did not come with the standard FreeNAS OS.

Jails also provide another very important function in addition to this. If any program running in a Jail
hangs, crashes or falls over (like Fester when he has had one sherbet too many) the Jail acts as a bulwark
so the FreeNAS OS and other Jails do not also crash.

Jails also supply a totally independent network stack which can be very useful and ensures a certain
amount of resilience when things go wrong.

Before we get to the specifics of configuring a particular plugin we first must set the conditions within
which all the Jails will operate.
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Plex Media Server

This is a guide for installing the Plex Media Server plugin.

Create the Media Dataset

Click “Storage” in the left column, then “Pools”.

Pools

HEALTHY
Disks
Import Disk

0 Direc > tank dataset 2.67 MIB 186.75 GiB

Click the three vertical dots to the right of your pool, and select “Add Dataset” from the pop-up menu.

Pools

Name Type Ay

e e
- - -

> tank d MIB 186.75 GIB 1z 4.66x false off Add Dataset

Add Zvol
Edit Options
Edit Permissions

Create S

You'll see the “Add Dataset” window.
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Add Dataset

Inherit (standard)

:ampressian keve

Inherit (1z4)

Share Type (7)
@ unix
O Windows
O Mac

Enable Atime
Inherit (on)
ZFS Deduplicatio

Inherit (off)

Sensitive

CANCEL ADVANCED MODE

In the “Name” text box type a name for the new media dataset (Fester very imaginatively used
Media).

Leave the “Compression level” drop down selection box (2) at its default value (Inherit (1z4)).
In “Share Type” | selected Windows simply because most of the clients on Fester’s network are
Windows machines.

Now click on the “Save” button.

Your dataset will be created. Click the > next to your pool name to show the datasets.
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Pools

HEALTHY:

Name =

~ tank
186.75 GiB 4) 1.00x

186.75 GIB Inhe 4) 1.00x

If all goes well the new dataset will be listed in the “Storage” page.
Click the three vertical dots to the right of the new dataset, and click “Edit Permissions” from the pop-up
menu.

18 GIB 1z4 4.44%
186.75 GIB  Inheri 74) 1.00x% Add Datase

Inh

Add Zvol

Edit Options

Edit Permissions

You'll see the “Edit Permissions” window.
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SAVE CANCEL

¢ |In the “User” drop down selection box select whatever user you created when we created the
experimental share (in Fester’s case this was TestUser).

e In the “Group” drop down selection box select whatever group you created when we created the
experimental share (in Fester’s case this was TestGroup).

* Now click the “Save” button.

Add Media Share

Now click “Sharing” in the left column, then “Windows (SMB) Shares”.
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Sharing / SMB

Storage

Directory Services

Samba Q, Filter Samba COLUMNS ~

Apple (AFP) Shares Name Path
Unix (NFS) Shares Test Share /mnt/tank/TestShare
WebDAV Shares
Block (iISCSI)
Click the “Add” button.

Sharing / SMB / Add

Fath *

. fmint/tank/Media

. Media
. TestShare

Fester's Plex Share|

D IIse as home share @
D Time Machine @
D Allow Guest Access @

Periodic Snapshot Task

CANCEL ADVANCED MODE

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01



https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ajails_plex&media=fester112:pasted:20190527-131629.png
https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ajails_plex&media=fester112:pasted:20190527-131829.png

2023/06/23 16:01 121/263 UncleFesterll.2

A new smaller window will pop up. In the “Path” section click the folder icon to the left, then browse to
find your new Media dataset.

e The “Path” text box should now display the chosen dataset.
Do not tick the “Use as home share:” tick box at the moment.
Give the share a name in the “Name” text box.

Do not tick the “Allow Guest Access:” tick box.

Now click the “Save” button.

Samba ). Filter Samba COLUMNS ~

If all goes well you will see the newly created SMB share entry.

Give the server some time to get the share up and running, then it is time to map the new network folder
to a drive letter.

Map Network Drive

On the Windows client click on the “Start” button and go into “Computer” (this was on a Windows 7
machine). This should bring up a window that shows all the hard drives and any other devices connected
to the Windows computer. Click on the “Map Network Drive” button.
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-

@ @v|1¥. » Computer » - | +4 | | Search Computer o/ l

e 5] S |

4 Hard Disk Drives (1)

4 Devices with Removable Storage (3)

4 Network Location (1)

Organize ~ System properties Uninstall or change a program( Map network drive > ﬂZ: > _.J o

Local Disk (C)
-.-— -

W 74 GB free of 464 GB

& a - 54
_ BD-ROM Drive (D3) = " CD Drive (E) m DVD Drive (F)

) Fester's Test Share (WTESTMNASL)
= (L)

'L
£ =

e From the “Drive:” drop down selection box (1) chose the drive letter you wish to assign to the
shared folder (Fester accepted the default Y letter).

e Now click the “Browse...” button (2). This will cause a window to pop up.

* Navigate to the location of the shared folder by clicking on the server (in this case TestNAS1) (3)
and then clicking on the shared folder itself (in this case Fester’s Plex Share) (4).

e Now click the “OK” button (5).

e The shared folder’s path name should appear in the “Folder:” text box (6).

e Tick the “Reconnect at logon! Tick box (7).

e Now click the “Finish” button (8).
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What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

oree 1
Folder. 6 I \\TESTNAS1\Fester's Plex Share - 2

Example: \\server\share

Reconnect at logonl 7

Connect using different credentials

Connect to a Web site that vou can use to store your documents and pictures.

G o
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, r =
J | |

\\/ % Map Nef

-

Select a shared network folder

What net

@ Network

4 A TESTNAS1

Specify the d

3

Drive: 4 Fester's Plex Share} 4
[ 4 Fester's Test Share
Folder:

l Make Mew Folder ictures.

Finish Cancel

L -~

If all has gone well you should find yourself in the shared folder. Here you can create other folders and
save files. Test this to make sure there are no permissions problems. You should create a folder here for
each type of media you want to use with the Plex Media Server (Movies, TV shows, Music, etc.).

Now copy a couple of media files (i.e. music, films, etc) into this folder. We will need these later to check
the Plex media server.

The shared folder will now appear as another drive on your system and should look something like this.
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' e e S |
@©v|;¥ » Computer » v|+¢ || Search Computer po |

Organize - Properties System properties Uninstall or change a program Map network drive = j'Z: > _|J Q

4 Hard Disk Drives (1)

Local Disk (C)

W 73 GB free of 464 GB

4 Devices with Removable Storage (3)

=9 3 q &
o 3 BD-ROM Drive (D2) i CD Drive (E2) L ﬁ DVD Drive (F:)
i = = =
4 Network Location (2)
) Fester's Plex Share (\TESTMNAST) i Fester's Test Share (A\TESTMNASL)
3 ) 7 (&)

Here Is The New Share.

Fester's Plex Share (\TESTNAS1) (Y:) Space used: | | Total size: 199 TB

qﬁf Network Drive Space free: 19.9 TB File system: NTFS

Install the Plex Plugin

Now click “Plugins” in the left column, than “Available”, and wait for the list to appear. If the Plugins page
does not populate then check the DNS servers are configured properly in FreeNAS.

Available Plugins Q, Firter hle COLUMNS ~

MName Description Version Official
N2 0L falt . SMdneg ana pro you es Al rue
»

Plex Media Server The Plex media server system True

The 1.15.5.994 True

Scroll down and find the plugin you want (in Fester’s case this was the PlexMediaServer). Then, within
that text area, scroll sideways if necessary until you see the three vertical dots on the far right. Click on
those dots, and click “Install” from the pop-up menu.
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Available Plugins Q, Fiter COLUMNS ~

Version Official

€ #Nna protect you : - YA ITue

Install

You'll then see a window prompting you for network settings for the plugin.

SAVE CANCEL ADVANCED PLUGIN INSTALLATION

DHCP is ticked by default, but is discouraged-services running on your network should generally have
static IP addresses. Untick the DHCP box, select a network interface from the dropdown, enter an IP
address that's available on your network, and select an IPv4 Netmask (in most cases, you'll use 24). Then
click “Save.” An installation window will pop up for a few moments.

Install

mpt to fetch it

If all goes well, you'll see this once installation is finished:
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Plugin installed successfully

Install Notes:

=

alE
Admin Fo

http://

CLOSE

Click the “Close” button. You'll be taken to the Installed Plugins page, showing this plugin as installed.

In:sta”ed Pluglns O Filter Ins ed Plugins COLUMNS hd

D Status IPv4 Address IPv6 Address Version Release

0

Configure a Mount Point

The plugin is installed, but it can't see the Media dataset we created. To address this, we'll need to add a
mount point to the plugin. Begin by clicking on “Jails” in the left column.

Jails Q, Filter Jails COLUMNS ~

IPv4 Address IPv6 Address Status Release

11.2-RELEASE

You'll see your jails listed (in this example there's only one). Scroll sideways in the list if necessary to see
the three vertical dots to the far right.
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Jails Q. Filter Jails

IPv4 Address IPv6 Address Status Type Release

Click on the dots, and then select “Stop” from the pop-up menu.

Stop

Stop the d jails?

CAMNCEL STOP

You'll see a warning screen; click “Stop” again here.

NETES Q. Fitter Jails

IPv4 Address IPv6 Address Status Type Release

COLUMNS -

11.2-RELEASE-
Edit

Mount points
Restart

Stop

COLUMNS -

11.2-RELEASE-
Edit

Mount points

Restart

Click on the dots again, and then select “Mount points” from the pop-up menu. You'll see the Mount

Points page. Click “Actions”, then “Add Mount Point”.
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Mount points Q, Filter Mount points COLUMNS ~ ACTIONS ~

+  Add Mount Point
Source Destination

4, Go Back 1o Jails

You'll see the “Add Mount Point” screen. As before, you can manually type in paths for source and
destination, or click the folder icons to browse to your desired path. Note that the “Destination” paths will
always begin with /mnt/pool/iocage/jails/jailname/root/. If you want the dataset to appear as
/media inside the jail, the destination would read /mnt/tank/iocage/jails/plex/root/media.
Then click “Save”.

Mount points Q, Filter Mount points COLUMNS ~ AGTIONS ~

Source Destination

/mnt/tz

You're returned to the mount points screen, with your new mount point listed.

Restart the Plugin

Now that the mount point has been added, you'll need to start the plugin again. Click “Plugins” in the left
column, then “Installed”.
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Plugins / Installed
Network
Storage
Activated Pool for Jail Manager: tank
Directory Services CONFIG
Sharing

Note: Legacy plugins created before FreeNAS 11.2 must be managed from the legacy web interface.
Services

Installed Plugins Q, Filter Installed Plugins COLUMNS ~

Available
O Status IPv4 Address IPv6 Address Version Release

O down 192.168.1.75/24 N/A 11.2-RELEASE

Scroll sideways if necessary to see the three vertical dots on the far right.

Installed Plugins Q_ Filter Installed Plugins COLUMNS ~

Status IPv4 Address IPv6 Address Version Release

down 192.168.1.75/24 N/A 11.2-RELEASE-
Start

Update

Delete

Click on the three dots, then click “Start” from the pop-up menu. To launch the Plex web interface, click
on the three dots again, then click “Management”.

Installed Plugins Q. Filter Installed Plugins COLUMNS =~

Status IPv4 Address IPv6 Address Version Release

192.168.1.75/24 N/A 11.2-RELEASE-
Restart

Stop
Update
Management

Delete
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Initial Plex Setup

These instructions are current as of 27 May 2019. The Plex interface may change with time.
The first time you launch the Plex web interface, it will ask you to log in to your plex.tv account.

® O ® & FreeNAS - 192.168.1.138 X @ Plex x  +

& c & https://app.plex.tv/auth/#!?clientiD=zt1gjr1f0abofxrn3ubtoi3o&context%5Bdevice%50%5Bproduct%5D=Plex%20We.. &+ & & ¥ 6 B @ o

PLEX

Plex Web
would like to sign in to your Plex account

G CONTINUE WITH GOOGLE

n CONTINUE WITH FACEBOOK

@ CONTINUE WITH EMAIL

This is not required. To skip this step, click on the tiny text in the bottom-right corner that says
“What's this?”. You'll see this screen:
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® 0 ® g FroenNAs-192.168.1138 x

< C i@ https://app.plex.tv/auth/#!?clientiD=zt1qjr1f0abofxrn3ubtoi3o&context%5Bdevice%5D%5Bproduct%5D=Plex%20We.. ¥ @ @&

x4+

PLEX

Plex Web
would like to signin to your Plex account

You must be signed in for Plex to work
properly. If you are not signed in...

your media server

ers WILL NOT BE SECURE

perience degraded streaming

e

more difficult, and sometimes

to find your sen d discover

SIGN IN

- 63 0O

Read the screen and see if you want to register for a free plex.tv account. If not, scroll to the bottom and
click on “Skip and accept limited functionality”. You'll see a screen explaining how Plex works.
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® O ® & FreeNAS - 192.168.1.138 x  [H Plex x  +

< C  ® NotSecure | 192.168.1.75:32400/webjindex. html#!/setup/7cc13b215a0644e626¢c1d3a3f9449p15904093b7pinD=.. *+ @ & # & B @ | O

How Plex Works

Plex Media Server runs on the computer where you keep your media

Plex scans your media, automatically organizes it, and makes it beautiful

Play your media on any screen with your favorite Plex app

Click “Got it!”. You'll see a page explaining the benefits of Plex Pass, which you can close by clicking the
X in the upper-right corner.
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® O ® & FreeNAS - 192.168.1.138 x  [H Plex x  +

< C A NotSecure | 192.168.1.75:32400/web/index.htmi#!/setup/7cc13b215a0644e626cfd3a3f91449b159b4093b7pinD=.. ¥ @ & ¥ & B @ o

PLEX

Server Setup

Great, we found a server!

My Test Plex Server

¥ Allow me to access my media outside my home

The next page will ask you to name your server. You can call it anything you like. It will also offer to allow
you to access your media outside your home. The security implications of this choice are beyond the
scope of this guide. Click “Next” when you're finished.
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® O ® & FreeNAS - 192.168.1.138 x  [H Plex x  +

& C A NotSecure | 192.168.1.75:32400/web/index.html#!/setup/library + & E ¥ 6 B B o

PLEX

Server Setup

Organize Your Media

ADD LIBRARY

You'll now be able to set up your media libraries. Click the “Add Library” button to start.
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Add Library

= Select type
i Select your library type

H O J & B

Movies TV Shows Music Photos Other Videos

English

CANCEL NEXT

Select the media type. For this example, I'll use movies. Name the library and select your language, and
click “Next” when you're finished.

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ajails_plex&media=fester112:pasted:20190527-142138.png

2023/06/23 16:01 137/263 UncleFesterll.2

Add Library

i Add folders
-u BROWSE FOR MEDIA FOLDER

Now you'll need to add one or more folders to this library. If you've followed the instructions above, we'll
need to add /media/Movies. Begin by clicking “Browse for media folder”.
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Add Folder

/media/Movies

# plex + . [Back]

N

1.The.Fellowship.of.the.Ring.2001.Extended.10

2.The.Two.Towers.2002.Extended.1080p.BluRz
@ 2001 A Space Odyssey (1968)
@ 3 Ninjas (1992)

4th Company, The (2016)

@ Addams Family, The (1991)

Then click to browse to the desired location. If you prefer, you can just type it in at the top of this
window. Click “Add” when you've found it. Repeat as necessary to add more folders to this library, if
desired. Click the “Add Library” button when you're finished.
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Server Setup

Organize Your Media

ADD LIBRARY

= Movies

NEXT

You can add further libraries here (TV, Music, etc.) if desired. Click “Next” when you're done adding
libraries.
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Server Setup

GET PLEX APPS

The system will take a few minutes to set up the server. Once it finishes, you'll see the home screen.
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Enabling Console Messages in the Footer of
the Web GUI

It can be very useful to enable this function in the FreeNAS web GUI as it gives important messages at
the bottom of the page that can help steer you in the right direction when a problem exists.

If you want to enable this, click on “System in the left column, then “Advanced”.

General

NTF Servers

Boot Environments

[ enable autotune @
O Enable Debug Kernel @)
. Show console mes

Now scroll down the page and click on the “Save” button.

SAVE DEBUG

At this point a little text window should appear at the bottom of the FreeNAS web GUI with green text in
it, something like this.

That's it. If you click on the small green text area, it will expand to nearly fill your browser window.
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Fester changes a couple of other settings whilst in this page but they are not essential and entirely
optional. Here they are if you want to use them.

You can type a message in the “MOTD Banner” text box to personalise your server.

As some of you may have already realised, Fester is quite the ladies man and for a paltry fee my book on
seduction techniques can be purchased directly from Fester. Here is a short excerpt.

e At no point during courtship should chloroform be involved.
e Do not refer to your girlfriend as “Number 1 f#@k buddy”, apparently it is not romantic.
e Traditionally it is the woman who wears the stockings in the bedroom.
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Network Global Configuration

Click “Network” in the left column, then “Global Configuration”.

1figuration

Additional Domains

e Give your server a name by typing into the “Hostname” text box.

Your server will most likely be on your private network behind the router so the “Domain” should

be “local”.

e Input the Default Gateway IP address of your private network into the “IPv4 Default Gateway:” text
box (in Fester’s case this is 192.168.1.1).

¢ In the Nameserver 1:” text box put in the IP address of your ISPs Primary DNS server. You should
be able to get this from your router or the ISPs website.

¢ |In the Nameserver 2:” text box put in the IP address of your ISPs Secondary DNS server.

¢ |In the Nameserver 3:” text box put in the IP address of your ISPs Tertiary DNS server. Not all ISPs
have a third DNS server so leave it blank if this is the case.

e Now click the “Save” button.

If you do not know, and cannot find, the IP addresses for your ISP's DNS servers, you can use Cloudflare's
Public DNS servers. Use 1.1.1.1 for the primary DNS server, and 1.0.0.1 for the secondary.

The server can now find the Primary and Secondary DNS servers. This means web addresses (URLs) can
now be resolved to IP addresses.
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Barrier Methods of Protection (Personal
Firewalls)

Fester approves of barrier methods of protection and so has always installed a personal software firewall
on his computer (not the server, just the client computer).

Don’t get confused, | am not referring to the firewall built into your router but an additional software
firewall that you install on a personal computer.

This software firewall will stop any shares created on your server from working on the client. Therefore,
we must configure the software firewall to allow the server and client to share nicely.

After much experimentation (netbios names, etc) | got more consistent results by specifying an IP
address range within the firewall software that corresponded to the IP address range used by the server.

Fester’s server IP address range goes from 192.168.0.2 - 192.168.0.49. If we tell the firewall to trust this
range of IP addresses then all will be well.

| use Zone Alarm (you might use something different, but the principle will be the same). Here is how to
set it up.

Open Zone Alarm and click “View Details” under firewall.
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‘ View Details ‘

Now click on “Basic Firewall”.
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Application Control
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Now click on “Advanced Settings”.

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aprelim_barrier&media=fester:bc5bb81d6ef5485a2e1700180e667194.png

2023/06/23 16:01 149/263 UncleFesterll.2

QZQneAIarm .

ZONEALARM & Check Point
Free Antivirus + Firewall

Scan Update Tune-up Tools Help

9 your compuTER ISAT RISk [IEL -
— i B3 iews (&) tolowst (Upgradeow)

ﬁ ANTIVIRUS 0 FIREWALL IDENTITY & DATA

S5  Basic Frewall -
=== Blocks invasions and hacker activity.

Curmrent Settings

--J Your Public Zone security is High. Lets you connect to a networlk, but prevents anyone on the network from connecting with
you. Recommended.
Off  Med. High

Your Trusted Fone security is Medium. Lets you share printers and other resources over trusted networks .

17862 access attempts are blocked.

Click on “View Zones".
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Click on “Add” (1) and chose “IP Range” (2).

Resettodefaut ||  OK
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r fo E ZoneAlarm

ZoN Firewall Settings
Free

X)) S

IP Address/Site

Public

Trusted
Trusted
Trusted

Add

Set the drop down selection box next to “Zone” to “Trusted” (1). Enter the first IP address of your
server’s IP address range in the “IP Range Start” text box (2) and then enter the last address in your
server’'s range in the text box labelled “IP Range End” (3). Call it something meaningful in the

“Description” text box and press OK (4).

IP Range

-
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That should be the firewall configured.
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Configuring the BIOS

We now need to configure the BIOS of the server motherboard.

You can do this via a keyboard and monitor attached to the server or through IPMI as outlined in a
previous section.

The settings and screen shots are all taken from a Supermicro X10SRH-CLN4F, but most are applicable to
most server motherboards (I would imagine).

Getting Into Your BIOS

In order to gain access to the motherboard’s BIOS the user is required to press a certain key at a certain
point in time (usually as the POST messages are displayed).

Consult your motherboard documentation to find out how to gain access to your motherboard’s BIOS.
On Fester’'s motherboard it is done by pressing the “DEL” key at a specific point.

Incidentally, motherboards usually display a screen at some point during the POST process that tells you
what key to press, something like this.
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When you have access to the BIOS it's time to configure it.

Most BIOS settings are navigated using the “«-1 1" keys.

BIOS Settings

Quiet Boot

This setting is entirely optional.

It determines if POST messages are displayed on screen or a graphic logo (so the POST messages are
hidden from view) when you first turn on the server. Fester likes to see the POST messages so | disabled
this function.

Navigate to the “Advanced” page.
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Java iIKVM Viewer v1.69.25 [192.168.0.2] - Resolution 800 X 600 - FPS 29

Virtual Media Record Macro Options Userlist Capture PowerControl Exit

Aptin Setup Utility - Copuright (C) 2015 American Me

Select the submenu “Boot Feature”.
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» Boot Feature

Now go to “Quiet Boot” and select “Disabled”.
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gduiet Boot [Dizabled]

Watch Dog Function

Remain in the “Advanced - Boot Feature” page and select “Watch Dog Function”.

The watch dog function serves to reboot the server if it experiences an error it cannot recover from (and
so hangs) for more than 5 minutes. It works by starting a 5 minute count-down timer when the server

hangs. When this timer reaches zero the system is forced to reboot.

When | first tried this in FreeNAS it caused my system to spontaneously reboot every 5 minutes even

though the system was not hanging, so | disabled it.
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AES-NI Encryption

If you intend to encrypt the information on your storage drives then you need to enable this in the BIOS.

This can be useful as it allows a failing HDD in a vdev to be discarded without worrying about wiping the
information before disposal.

Go to the “Advanced” page.
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Now navigate to “CPU Configurtion”.
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» Boot Featirga

Then scroll down (it is towards the bottom) to “AES-NI" and select “Enable”.
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AHCI SATA Configuration

There are certain advantages to putting the SATA controller in AHCI mode. By enabling this option any
SATA devices connected to the SATA ports on the motherboard will operate in AHCI mode.

Go to the “Advanced” page.
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Now select “SATA Configuration” from the submenu.
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P Boot Feature

Now navigate to “Configure SATA as” and select “AHCI” from the options.
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Configure SATA as [AHCI]

IPMI Configuration

You do not have to configure the IPMI of the server through the BIOS. You can use the IPMI web GUI
which I will cover in a later section. However, if you decide to do this through the BIOS the following
should help.

Go to the IPMI page.
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system Date

Now select “BMC Network Configuration” (BMC=Board Management Controller and is the hardware
through which IPMI is managed and implemented on the motherboard).
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¥ BMC Metwork Configuration

Navigate to the “Update IPMI Lan Configuration” and select “Yes” (1). At this point the greyed out text
below should become active (it may go from grey to blue) allowing you to input your own values.

In “Configuration Address Source” select “Static” (2).

In the “Station IP Address” text box (3) type in an IP address of your choosing. Make sure you give it an IP
address that is outside the range of the DHCP server in the router (Fester used 192.168.0.2).

Now put in the subnet mask of the private network which you obtained earlier in the “Subnet Mask” text
box (4) (Fester’'s was 255.255.255.0).

Now place the Default Gateway IP address in the “Gateway IP Address” text box (5) if it is not already
there.
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Update IPMI LAM Conficuration

You have now assigned a static IP address to the IPMI web GUI. We will now always know where to find
the IPMI GUI and it will not change even when the router gets rebooted.

Boot Order Configuration
FreeNAS can be installed in a number of ways. It can be installed from a bootable CD/DVD, a bootable

USB stick or even across a network using PXE.

When you boot the server and watch the various pages of information come and go as the server goes
through its POST, you may have noticed that a certain key press at the correct time will allow you to boot
from an attached storage device of your choice temporarily (i.e. just that one time).

This is fine, but if you install FreeNAS from one particular type of storage device regularly then it might
be more convenient to change the boot order of the server.

The boot order is the order in which the motherboard’s BIOS will look for an OS or something it can boot
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from, on the various storage devices connected to it. This change is persistent (i.e. it applies each time
the server is booted).

The regular method by which you install FreeNAS will determine the boot order, if that's how you want to
do things.

Fester favours a USB stick so “USB Key” must be the first device selected in the boot order list. Why? If
we had the HDD/SDD (with the installed FreeNAS OS on it) listed before the USB key (with the bootable
FreeNAS installation program on it) then if we want to reinstall the FreeNAS OS again, a problem would
occur. The BIOS will encounter the installed FreeNAS OS on the HDD/SDD before it encounters the
bootable FreeNAS installation program on the USB key and reinstallation will not take place (unless you
temporarily alter the order through the key press at POST boot up method).

So if you would like to alter the boot order (it's completely optional) this is how you do it.

Select the “Boot” page.

Java iIKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 800 X 600 - FP5 29
: Virtual Media Record Macro Options Userlist Capture Power Control Exit

Aptio Setup Utility - Copyright (C) 2015 American Megatrends, Inc.

sysiem Date

Navigate to “Dual Boot Order #1” (“Boot Mode Select” should be set to “Dual” or this part will look
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different) and select “USB Key” (1), in Fester’s case this is where the bootable FreeNAS intallation
program will reside.

Notice how the storage device that contains the actual FreeNAS OS appears further down the list, in
Fester’s case it's the Samsung SSD (2).

= e — ] ] — = [re— [——
Java iIKVM Viewer v1.69.25 [192.168.0.2] TestServer - :wluﬁn X600 - FPS 20 L i

| Virtual Media Record Macro Options UserlList Capture PowerControl Exit

Aptio Setup Utility - Copyright (C) 2015 American HMegatrends, Inc.

Dugl Boot Order #1 [USE keul

There doesn’t seem to be a lot of information on the configuration of a server BIOS for a FreeNAS
installation. | suspect there are other essential settings that need to be made (e.g. power management,
etc), but this is all I could find. If I have missed any please let me know and | will try to include them in
the guide or you could replace this or any section with your own?
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Modem/Router Configuration

| connect to the internet through one of these.

(]

It is @ modem/router (I will just use the word “router” from here on) with a firewall and DHCP server built
into it. I like to call it a POS router (POS=Piece of Shit) because it's always giving trouble.

This is how most people in the UK connect to the internet, via some sort of ISP supplied box (ISP=
Internet Service Provider). Your setup might be different.

Whatever your setup, you need to reserve a group of IP addresses for the server to use. There are good
reasons for doing this.

1. By assigning static IP addresses (i.e. not changing) to the server we can always know where to find
the IPMI web GUI and the FreeNAS web GUI. If the DHCP server in the router were to automatically
assign these IP addresses to the FreeNAS server, then each time the router gets rebooted they
could change. We would then need to go and find out what they had changed to, before we could
once again use the IPMI and FreeNAS GUIs.

2. The IP addresses for Jails can be kept out of the IP address range of the DHCP server in the router.
Jails didn’t work properly for me until | did this.

| can’t tell you how to do this for your particular router as each one is different. This is how I did it for my
setup, hopefully it will help you.

Type the IP address of your router’'s web GUI into your browser.
The POS router’s web GUI address is:
192.168.0.1

(Yours might be different)
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File Edit View History Bookmarks Tools Help

.:.-'NEW.:]—ab”:-;.;.. | -

« T EETETER

This brings up the POS router’s web GUI.

File Edit View History Bookmarks Tools Help

Super Hub 2 | GUT X\ +

€ 192.168.0.1

{fﬁn‘ Su per H u b Vv Router Status

media

Welcome to your Virgin Media Super Hub 2

Sign in to view and change your settings

Super Hub 2 Password ‘

You'll find your default password on the bottom of your Super Hub

Don't know your password?

Now log in to your router.

Your router will have the details of the IP address range of your private network (the ones that sit behind
your router’s firewall, not the public IP address).
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On the POS router these are 192.168.0.0 - 192.168.0.254 (yours might be different).

Plan how you want to arrange the IP addresses and how many you want to reserve.

This is Fester’s attempt it may give you some ideas.

| thought about 50 IP addresses would be more than enough (i.e. 192.168.0.0 - 192.168.0.49).

The gateway address on the POS router is 192.168.0.1, so | kept away from this as | thought it might
cause an IP address conflict if | used it. Therefore, in practice the IP addresses reserved for the server will
start at 192.168.0.2 to avoid the gateway address.

(Notice that the IPv4 Default Gateway IP address and the router’s web GUI address match. They are
actually one in the same.)

| planned how | would use the IP address range 192.168.0.2 - 192.168.0.49 and made a little table.

I[P Address Usage

192.168.0.2 IPMI of FreeNAS Server

192.168.0.3 - 192.168.0.4 |Reserved for Future Servers That Require IPMI
192.168.0.5 NIC Of The FreeNAS Server

192.168.0.6 - 192.168.0.49 Reserved For Future Use (Jails, etc)

| then reserved the first 50 IP addresses for the server by altering the IP address range of the DHCP
Server in the POS router accordingly.

This is a slightly backwards way of doing things, but due to the limited options of the POS router this was
the only practical way to do it. Your router might offer a more elegant solution than this.
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DHCP Settings

LAN IP

IP Address | 192.168.0.1

Subnet Mask  255.255.255. [0 |

DHCP

] Check to enable or uncheck to disable DHCP

IP Address  192.168.0. [ 50 _|@

Max Users \:205 |

Lease Time | 1 Day "|

The value in the little box was changed from 0 to 50.
Also make a note of the subnet mask value, it will be needed later.

While | was in there | also set up email alerts so that the router informs me of anything it considers
worthy of mention. You may want to consider this.

OK, that’s the router configured.

But what if you don’t know your router’s web GUI IP address?

Finding The IP Address Of The Router’s GUI On A Windows
Machine

If you have a Windows machine available that can connect to the router then you can find out (if your
unsure use a machine that connects to the internet this should work).

Click on the “Start” button and go into the “Control Panel” in Windows and select “Network and Sharing
Centre” (this was on a Windows 7 machine).
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\_:....._e w » Control Panel »

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

__ INetwork and Internet}
View network status and tasks

Choose homegroup and sharing options

Hardware and Sound

View devices and printers

Add a device

Connect to a projector

Adjust commonly used mobility settings

Programs
Uninstall a program

T

_~[é Jlsearch Controtparet___ £

View by: Category ~

User Accounts and Family Safety
@ Add or remove user accounts
!P Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods

Ease of Access
Let Windows suggest settings
Optimize visual display

A new window will now pop-up. Click on the blue text next to “Connections”.
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_ﬁ' » Control Panel Network and Internet » Network and Sharing Center - || Search Control Pane( jo

Control Panel Home . . . . .
View your basic network information and set up connections

Manage wireless networks ﬂb.h-' l/? q See full map
- f‘_]_ i
Change adapter settings

Change advanced sharing (This computer)
settings ) ] )
View your active networks Connect or disconnect

Access type: Internet

| T A

o
I\_ Home network nnections: . Wireless Network
Connection

Change your networking settings

‘:t- Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or
access point.

Connect to a network

See also ~ Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

HomeGroup
Choose homegroup and sharing options

Internet Options ] . ) )
P Access files and printers located on other network computers, or change sharing settings.

Windows Firewall

Troubleshoot problems

Another window will now pop-up. Click on the “Details” button.
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C o i
LSLILE, N

of =1l Wireless Network Connection Status
dl | | General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 01:53:47
Speed: 270.0 Mbps |
:!ﬂ! |
Wireless Properties | I
Sent L! Received I
— m I
Bytes: 854,005 4,864,374
i “y Properties | | “y Disable | | Diagnose |

Yet another window will now pop-up. The IP address listed by the “IPv4 Default Gateway” is the one you
want.
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= | ———

i|| Network Connection Details [ﬁj

Metwork Connection Details:

FProperty Value
Connection-specific DNS S5...
Description Intel{R) WiFi Link 5300 AGMN n
Physical Address

OHCP Enabled

IPv4 Address |
IPv4 Subnet Mask 2552562550
Lease Obtained 11 April 2016 20:23:20

Cagaimp— Seiailag 116 20:25:21 ik
IPvd DIF - 16a.0.1
IPv4 DNS Server 192.168.0.1
IPvd WINS Server
MetBIOS over Tecpip Enabl.. P
Link-local IPvE Address
IPvE Default Gateway
IPvE DNS Server

Fri

Close

If you don’t mind a CLI (Command Line Interface) here is a faster way.

Click on the START button in Windows (1) and type ecmd in the “Search programs and files” text box (2)
and press return, or click on the cmd icon at the top (3).
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Programs (1)

3

/7~ See more results

{ Shut down | » |

This should bring up the Windows default command-line interpreter, which is basically a window you can
type commands into.

Type in ipconfig at the command prompt (1) and then note down the Default Gateway IP address (2),
you should get something like this.
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-

| C:\Window‘sf.systemBZ'\cmd.exe ‘ ll' — | = ‘d‘h‘ |

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

| S fth>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix

Link-local IPuE Address .

IPu4 Address. e

Subneat. Mgl T T T T T e B 255 255 . 0
Default Gateway . . . . . . . . . : 192.168.0.1

Also make a note of the subnet mask value, it will be needed later (it's just above the Default Gateway).

Finding The IP Address Of The Router’'s GUI On A MAC

On a MAC go to “System Preferences” and click on “Network”.

Now click on the “Advanced” button on the screen that appears next.
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o < Network Q
Location: = Automatic <)
e f? Status: Connected Turn Wi-Fi Off
\ Wi-Fi is connected to xfinitywifi and has the
USB-Se...ntroller . . IP address 10.234.39.46.
Not Configured o
. S —
.
USB2.0-Serial 2 . . Automatically join this network
Not Configured g L.
Ask to join new networks
USB2.0-Ser! _ ‘__\“\' Known networks will be joined automatically. If
Not Configured @ no known networks are available, you will have
to manually select a network.
® Thunde...thernet ~ -

Not Connected N/

iPhone USB
Not Connected

Thunde...t Bridge -

Not Connected N

— v

Bluetooth PAN 2
Not Connected

\/

_|_

Show Wi-Fi status in menu bar

Assist me...

Select the “TCP/IP” tab on the next screen, and go down the list (it's usually down the bottom) until you
come to an entry called “Router”. The associated IP address is the one you want.
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Network

Wi NS WINS 802.1X Proxies Hardware

Configure IPv4: Using DHCP <)

= WicFi

IPv4 Address: 10.234.39.46 Renew DHCP Lease

Subnet Mask: 255.224.0.0 DHCP Client ID:

( If required )
Router: 10.224.0.1

Configure IPv6: Automatically d

Router:
IPv6 Address:

Prefix Length:

? Cancel OK

Finding The IP Address Of The Router’'s GUI On A Linux
Machine

| can’t help you here because | don’t know how.

If someone would like to provide some information with copyright free screenshots | will try to include it
in the guide or you could replace this or any section with your own?

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aprelim_modemrouter&media=fester:56e8a6aa6c7bfc8e7b7e27cf72d6fd22.png

2023/06/23 16:01 183/263 UncleFesterll.2

From:
https://www.familybrown.org/dokuwiki/ - danb35's Wiki

Permanent link:
https://www.familybrown.org/dokuwiki/doku.php?id=fester112:prelim_modemrouter

Last update: 2016/06/11 12:15

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/
https://www.familybrown.org/dokuwiki/doku.php?id=fester112:prelim_modemrouter

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

Getting Past the POST

Now that the server is built and you have checked all the connections are good, the memory and any
cards you might have installed are properly seated in their sockets, fans are installed correctly and are
not obstructed, etc, it's time to see if it clears the POST checks.

POST stands for Power On Self Test and it's basically a series of tests a computer conducts on itself
before it allows the OS to boot up. If any of these tests fail, the computer won’t successfully complete its
POST and the OS doesn’t get to boot up.

POST Check With Attached Monitor and Keyboard

The easiest way to check if the server has passed its POST is to connect a monitor and keyboard to it and
switch it on.

If all goes well you will see various pieces of information on the screen coming and going. But when
everything has settled down you should see a screen that looks something like this.

Intel(R) Boot figent GE wl.4.84
opyright (C) 1937-2812, Intel Corporation

PXE-E61: Media test failure, check cable
PXE-MAF: Exiting Intel Boot Agent.

Reboot and 3Select proper Boot dewvice
or Insert Boot Media in selected Boot device and press a key_

POST Check with IPMI

Connect the servers IMPI NIC to the router via a network cable (you do not need to connect a monitor or
a keyboard) and switch on the server.

The IPMI NIC on Fester’s server is this one, yours might be different.

The other end of the cable goes to the network connection/s on the router. On the POS router it is here.

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Aprelim_post&media=fester:6cf255ed4a464842cd8f6fe23fdb00a5.png

2023/06/23 16:01 185/263 UncleFesterll.2

Now switch on and boot up a personal computer that connects to the router, if you use it to connect to
the internet then this will probably work, in any case it must be part of your private network.

At this point the IP address for the IPMI web GUI is unknown. This is because we have not assigned a
static IP address to it yet, so probably the DHCP server in the router will automatically give it one.
Whatever the case, we need to go and find that address.

The easiest method is to log into your router and find it. In the POS router it's in a table listing the
currently connected devices (your router might be different).

Now open up your web browser and type in the IP address you got from your router and hit the
“return/enter” key. The IPMI web GUI should be displayed. It should look like this.

Now type in the default Username and Password and log in.
Username = ADMIN
Password = ADMIN

(You should seriously consider changing the default Username and Password. If you want to do that now
look at the relevant section in this guide.)

You should be looking at a screen like this.

If you get a message about Java needing to be updated just click the “Cancel” button. Go to the “Remote
Control” drop down menu and click “Console Redirection”.

You should get a screen something like this. Just click “Cancel” regarding the Java update message.
You will probably get a screen like this. If you do, tick the little box (1) and click the “Cancel” button (2).
There should be no more pop-up messages now.

Click the “Launch Console Button” (1). A little window will pop-up, make sure the “Open with” radio
button (2) is selected and “Java Web Start Launcher” (3) is selected from the drop down selection box
then click “OK” (4).

The JAVA iKVM Viewer window should pop-up (shown with a red box around it here) showing the video on
your remote server. You can also enter text via the keyboard.

The previous screen shot shows a blank window, but if the server has cleared its POST you should see in
this window something like this.

If for some reason you can’t find the IP address for the IPMI web GUI in your router then use an IPMI
viewer program to discover it.

IPMI IP Address Discovery Using An IPMI Viewer Program In
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Windows

Download an IPMI viewer program and install it.
| used a Supermicro program for this. It is available to download from their ftp web site.

Install the program under an Administrator’s account or right click on the installation program and run as
an Administrator (have your Administrator’s password ready).

When the program is installed run it under an Administrator’s account or right click and run as an
Administrator.

You should see something like this.
Now click on the “File” (1) drop down menu and click “Discover IPMI Device” (2).

In the little pop-up window put in the start IP address of your private IP address range (in Fester’s case
that is 192.168.0.1) in the “From” text box (1) and the last address in the range (in Fester’s case that is
192.168.0.254) in the “To” text box (2).

In the “Network Mask” text box enter the value of the subnet mask you wrote down earlier (3) (Fester's is
255.255.255.0). If for some reason you could not get that information then click the “Detect” button (4).

The “Search Option” relates to the version of IPMI (Fester’'s board uses version 2, if you don’t know the
motherboard manufacturer will be of some help here).

Now click the “Start” button (5) and the program will search for an IPMI device on each IP address in the
range specified.

If your search is successful, you should see something like this, with the IP address of the IPMI web GUI
clearly shown.

IPMI IP Address Discovery Using An IPMI Viewer Program In
Linux

If you are using Linux | can’t help you as | don’t know how.

If someone would like to provide some information with copyright free screenshots | will try to include it
in the guide or you could replace this or any section with your own?

A Possible Problem With Quiet Servers Using Low RPM Fans

If after building your server you notice that the fans in the system are spinning up and then spinning
down in a continuous cycle (sounds like the server is trying to achieve flight, then gives up, then has
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another go) and is generating event log entries similar to the screen shot shown then take a look at
Appendix 4. This may provide some help.
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Prerequisites

There are a number of preliminary things we need to do before the final installation of the FreeNAS OS.

1. Assuming your internet access is via a modem/router setup (this is not always the case), this will
need to be configured.

2. Personal firewall configuration.

Confirm the finished server clears its POST checks.

4. Configure the server’s BIOS.

w
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Changing the "root" Super User Password

During installation, you had the ability to set a root password. If you entered a strong password at that
time, you do not need to reset it now. If you entered no password, or a weak password, you should
change it to a secure password. To do this, open your web browser and type in the IP address of the
FreeNAS web GUI that you noted down earlier.

The web GUI will present itself and ask for the login details. Enter the username which is root (1) and
password (2) which is whatever you decided on at installation and click the “Log In” button (3).

Now you are logged into FreeNAS.

The first thing Fester does is give the root user a strong password if that has not been done already at
installation. Click Accounts in the left column, then Users
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Users Q_ Filter Users COLUMNS ~

Username Home directory Shell Full Name Lock User

Groups
Owner of mar

Username Home directory Shell Full Name

In the “Password:” text box (1) type in your strong password and then type it in again in the “Confirm
password” text box (2).

Name & Contact

Full Mar

Emai

Confirm

The maximum password length in FreeNAS is 128 characters.

Now scroll down and click the “Save” button.
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Directories & Permissions

Home Drirectony

SAVE CANCEL

That’s the root user password changed.
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Scrub Schedules

Maintaining your FreeNAS server is very important. It can be the difference between knowing your server
may be developing a problem which gives you some time to take remedial action, or getting up one
morning and realising your servers bust and the data has been lost.

Part of a good server maintenance routine is performing regular scrubs of the drives and periodically
running SMART tests.

There are a few things you need to know before starting.

1. Do not schedule scrubs and SMART tests to run at the same time. This can cause the scrub to
never complete.

2. Only one SMART test at a time can be run on the same disk. We cannot have a scenario were the
Long test and the Short test are running simultaneously on the same drive.

3. Scrubs and SMART tests are almost pointless on SSDs (Fester does not know why. | can see why
surface scans and badblocks tests would be a waste of time, but not scrubs and some types of
SMART tests. If anyone knows why let me know and | will try to include it in the guide.).

When considering scrubs and SMART tests all manner of questions arise. What tests should be done?
How often?

It is also immediately clear that when scheduling scrubs and SMART tests we must put some thought into
this so the two do not coincide with one another.

This should help.

Scrub Schedule For The Boot Device

Click “System” in the left column, then “Boot Environments”.
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System / Boot Environments

Dashboard

Accounts Boot Pool Condition : ONLINE
Size: 15.9G
Used: 4.17G(26%)
Last Scrub Run on: May 27th 2019, 3:46:18 am

General Automatic scrub interval (in days)

f
NTP Servers

SCRUB BOOT POOL BOOT POOL STATUS

On the line marked “Automatic scrub interval (in days)” change the default value from 35 (this is too
long) to 7.

That's it.

Scub Schedule For The Pool

Click “Tasks” in the left column, then “Scrub Tasks”.

Tasks / Scrub Tasks

Scrub Tasks Q, Filter Scrub Tasks COLUMNS ~
Cron Jobs

Init/Shutdown Scripts Threshold days Description Minute Day of Month
Rsync Tasks 35 00

S.M.A.R.T. Tests

Feriodic Snapshot Tasks

Replication Tasks

Resilver Priority

You'll see that a default scrub task has been created for your pool, set to run every 35 days at midnight
on Saturday. Unless you have a very high resolution monitor (and a very large browser window), you'll
need to scroll sideways on the scrub schedule itself to see the rest of this information. There's no
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obvious visual indication on the screen that this is necessary, but it is. It will look like this when scrolled
to the right:

Scrub Tasks Q, Filter Scrub Tasks COLUMNS ~

Hour Day of Month Month Day of Week Enabled

You have two choices here.

You can edit the default scrub schedule by clicking on the three vertical dots to the far right, then “Edit”
in the pop-up menu, and populating the settings within with new ones that will follow shortly.

Or you can delete it by clicking on the three vertical dots to the far right, then “Delete” in the pop-up
menu, and create a new one (Fester prefers to delete and start from scratch).

Scrub Tasks ), Filte ub Tasks COLUMNS ~

Day of Month Month Day of Week Enabled

If you deleted the default scrub schedule then click the “Add” button.

Whatever option you decided on before a window will pop up.

¢ Select the pool the schedule applies to from the “Pool” drop down selection menu (Fester used
tank).

e Set the “Threshold days:” to 10 by typing it into the corresponding text box.

¢ Give the schedule a meaningful name, if desired in the “Description” text box.

o Fester wants to schedule these tests to run on the 1% and 15" of every month at 02:00am in the
morning (the server should not be busy at that time). To do this, under “Schedule the Scrub Task”,
select “Custom”.
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Monthly

Custom (00 00

. Enab

SAVE CANCEL

¢ You'll see a scheduling window pop up. Under the heading of Minutes/Hours/Days, enter 00 for
Minutes, 02 for Hours, and 1,15 for days.

¢ Notice that, on the calendar on the left, you'll see dates marked on which the scrub will run.

e Click the “Done” button.
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Schedule Preview Presets
Choosa a praset

Daily

Minutes/Hours/Days
Minutes * Hours ®
00 02

Days *

1,15

Months
Jan Feb [\ ET

O O 0O

Jul  Aug  Sep

Mon Jul 15 2018 02:00:00 GMT-0400 0O 0O 0

Mon Jul 01 2019 02: 10 GMT-0400

Days of Week
S

You'll be returned to the “Edit Scrub Task” screen, with your newly-defined custom schedule showing.
Click “Save”.
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Bi-monthly scrub

Schedule the Scrub Task ®

Custom (0002 1,15 " %)

. Enabled {E}

SAVE CANCEL

That's the scrub schedule set.
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Fester's Very Basic One User/One Dataset
Experimental Starter Share

Fester is still learning about shares and in particular share permissions.

As Fester learns more | will try to pass on what | have learned by adding to this section and creating
additional guides for more “real world” share scenarios (if time permits).

This particular share will not be much use to most people, but it will get you going.

Don't forget the official FreeNAS guide has lots of information on shares. But for now, this will be a very
basic share on a FreeNAS system and is designed to get you started so you can experiment with shares.

Share Scenario

This share is designed for one user who wants to access the same share from different client machines.
The client machines will mostly be running Windows (or Mac OS X).
It will utilise one dataset and show you how to share it.

It is designed to get you started with shares so that you can experiment.

Share Creation and Configuration

User Creation

Click “Accounts” in the left column, then “Groups”.

Groups Q, Filter Groups COLUMNS ~

Group Builtin Permit Sudo

wheel 0 yes no

daemon yes no

Click the “Add” button. A new smaller window will pop up, where we can create a new Group.
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SAVE CAMNCEL

Leave the “Group ID:” at its default value of 1001.

Now type in a name for the new group in the “Name” text box (because this is a starter share from which
you can experiment, Fester used TestGroup).

Do not tick the “Permit Sudo:” or “Allow repeated GIDs:” tick boxes.

Now click the “Save” button.

If all goes well an entry should appear in the Account —» Groups page. You should see something like this.

Groups Q, Filter Groups COLUMNS ~

Group Builtin Permit Sudo

TestGroup

Now click “Accounts” in the left column, then “Users”.

Q, Filter Users COLUMNS ~
Username Home director,  Shell Full Name Lock User

Groups

/nologin
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Click the “Add” button. A new window will pop up, where we can create a new User.

ID & Groups

1001

D Mew Primary Group '@)
o

TestGroup

ry Groups

Leave the “User ID:" at its default value of 1001.

Now type in a name for the new user in the “Username” text box (because this is a starter share from
which you can experiment, Fester used TestUser).

Untick the “New Primary Group” tick box.

The “Primary Group” drop down selection box should now become active. The group we created earlier
(i.e. TestGroup) should be available for selection.

Leave the “Home Directory” text box at the default /nonexistent.
Leave “Shell” at its default setting.

Type in a name for the new user (Fester chose Test User).

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester112:pasted:20190527-121744.png

2023/06/23 16:01 201/263 UncleFesterll.2

Create a password in the “Password” text box and confirm it by retyping it in the “Confirm Password”
text box (because this is a starter share to experiment with Fester just used 12345. Make sure you use a
stronger and less predictable password unless you want Planet Spaceball to steal all your air.)

TestGroup

Authentication

S5H Public Key

Group  Other

D Permit Sudo {E}

W ic unt @

SAVE CANCEL

Do not tick the “Disable password login:” you will lock yourself out of the share.

Leave the “Lock user:” and “Permit Sudo:” at their default settings of unticked.
Fester will be accessing this account from a windows machine so | tick the “Microsoft Account:” tick box.

Now click the “Save” button.

Dataset Creation

Now we need to create the dataset.

Click “Storage” in the left column, then “Pools”.
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Storage / Pools

9 - iXsystems,

Bashboan HEALTHY: 2.43 MiB (0%) Used / 186.75 GiB Free

Accounts

Dedup Comments &

Ratio = =

System Name Type Used $ Available Compression Compression Readonly
a

- - -
- = -

Tasks dataset 2.43MiB 186.75 GIB Iz4 4.09x

Network

Click the three vertical dots to the right of your pool, and choose “Add Dataset” from the pop-up menu.

HEALTHY: 2.43 MiB (0%) Used / 186.75 GiB Free

-
e r
- - -

Name Type Used # Awallable  Compression Compression Readonly Dedup Comments #
e

Ratio = . .

tank  dataset 2.43MIiB 186.75 GIB |z4 4.09x Add Dataset

Add Zvol
Edit Options
Edit Permissions

Create Snapshot

A new smaller window will pop up for creating the dataset.
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Comments

Inherit (standard)

Inherit (on)

Inherit (off)

SAVE CANCEL ADVANCED MODE

In the “Name” text box give the share a name (because this is a starter share from which you can
experiment, Fester used TestShare).

Leave the “Compression level:” drop down selection box set to Inherit (1z4).

Set the “Share Type” to whatever suits the type of clients on your network (Fester has mainly Windows
machines so | set this to Windows).

Leave the “Case Sensitivity” drop down selection box and “Enable Atime” at their default settings as
shown.

Now click the “Save” button.

The dataset will now be created and you should see something like this. If you don't see your newly-
created dataset, click the > next to your pool name.
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Pools

v tank

Click the three vertical dots to the right of your dataset, and select “Edit Permissions” from the pop-up
menu.

HEALTHY:

MName =

v tank da .57 MIB 18€ GiB

TestShare KIB 186.75 GIB Inherits (lz4) 1.00x Ad
Add

Add Zvol

Edit Options

Edit Permissions

te Dataset

A new window will pop up for changing the permissions of the new dataset.
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. Apply Group @

-

TestGroup @"

D Apply permissions recursively {E}

SAVE CANCGEL

Leave the “Apply User” tick box at its default setting (with a tick).

In the “User” drop down selection box select the new user you created a moment ago (in Fester’s case
this was TestUser).

Leave the “Apply Group” tick box at its default setting (with a tick).

In the “Group” drop down selection box select the new group you created a moment ago (in Fester’s case
this was TestGroup).

Set the “ACL Type” radio button to match the clients on your network (Fester has mostly Windows
machines so | set this to Windows).

Put a tick in the “Apply permissions recursively” tick box. When you do this, you'll see a pop-up warning
box.
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Warning

Setting permissions re y will affec ind any ot ow it. This

might make data ina

D Confirm

Put a tick in “Confirm”, then click the “Continue” button.

Now click the “Save” button.

Share Creation

Now we need to create a SMB share. On a network that utilises predominately Windows or macOS clients
this is a good choice.

Click “Sharing” in the left column, then “Windows (SMB) Shares”

Samba ), Fi COLUMNS ~

WET ]

Click the “Add"” button.
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Periodic Snapshot Task

CANCEL ADVANCED MODE

A new smaller window will pop up.

In the “Path” section, you can type in the path (it's /mnt/tank/TestShare in this example), or click the
folder icon on the left to browse.

The “Path” text box should now display the chosen dataset.
Do not tick the “Use as home share:” tick box at the moment.
Give the share a name in the “Name” text box.

Do not tick the “Allow Guest Access:” tick box.
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Now click the “Save” button.

Enable service

Enable this service?

CAMNCEL ENABLE SERVICE

You will now be asked if you wish to enable the SMB share service. Click the “Cancel” button.

Enable service

Samba Q, Filter Samba COLUMNS ~

Name

SMB Configuration

Now click “Services” in the left column, and scroll down to find SMB.
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Tasks
0\ Filter Service
Network

Name Running Start Automatically Actions

nelodata I_I

Storage

Directory Services
Y NFS

Sharing -
SynC
S.M.AR.T.
Plugins
S3

Jails

Reporting
SNMP

Click on the little pencil next to the “SMB” service.

A new window will pop up.

NetBIOS Alias

TESTWORKGROUP|

FreaNAS Server

D Enable SMB1 support @
105 Charsst

CP437

JMIX Charset

UTF-8

Log Level

D Use syslog only @
. Local Master @
D Domain Logons @

B Time Server For Domain @

The NetBIOS name will already be present in the “NetBIOS Name” text box.
In the “Workgroup” text box (3) type in the name of the workgroup you want to use on the client

machines (Fester used T ESTWORKGROUP because it is an experimental starter share). If you don’t
know your Workgroup then skip to the relevant section on how to do this.
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Type in a good name for the SMB share in the “Description” text box.

Do not alter the default values of the “DOS charset”, the “Unix charset” and the “Log level:".
Leave the “Use syslog only” at its default (no tick).

Make sure the “Local Master” tick box is ticked.

Leave “Domain logons” unticked.

Leave “Time Server for Domain” ticked.

Leave “Guest account” at nobody.

File Mask

B obey Pam Re
O vt autn @

Do not put anything in the “File mask” and “Directory mask” text boxes unless you really understand
UNIX permissions (Fester can’t help you here).

Do not tick the “Allow Empty Password” tick box as this weakens the security of the share.
Leave the “Unix Extensions” and “Zeroconf share discovery” tick boxes as they are.
Untick the “Hostnames lookups:” tick box otherwise you will keep getting a name mismatch error.

Leave the “Allow execute always” tick box in its default setting (with a tick).
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. UNIX Extensions @

. Zeroconf share dis iy @
D Hostnames Lookups {:‘?)

B siow Execute A ways ()
. Obey Pam Restrictions @?

O nrmvt Avth @

Bind IP Addr

SAVE CANCEL

Fester has no idea what the “Obey pam restrictions:” setting actually does. | just leave it ticked, but |
have no idea how it should be set.

Don't tick any of the IP address text boxes in the “Bind IP Addresses” section.

The “ldmap Range Low:” and “ldmap Range High"” settings Fester does not touch as | don’t know what
they do.

Now click on the “Save” button.

Do not turn on the SMB share service yet. We first need to check if the Workgroup on the Windows client
is set correctly.

Windows Client Configuration

Click on the “Start” button and go into the “Control Panel” in Windows and select “System and Security”
(this was on a Windows 7 machine).
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T

< 5 LI —" ) | E T

Adjust your computer's settings View by: Category ~

System and Security User Accounts and Family Safety
RKeview your computer's sta @ Add or remove user accounts

Back up your computer !P Set up parental controls for any user
Find and fix problems

Appearance and Personalization
Network and Internet Change the theme
View network status and tasks - Change desktop background
Choose homegroup and sharing options Adjust screen resolution

Hardware and Sound Clock, Language, and Region
View devices and printers .

Add a device

Change keyboards or other input methods

Connect to a projector Ease of Access

Adjust commonly used mobility settings Let Windows suggest settings
Optimize visual display

Programs

Uninstall a program

Now click on “System”.
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% » Control Panel » System and Security » - | ‘ Search Control Panel p el

Control Panel Home

Action Center

Review your computer's status and resolve issues

\"f;! Change User Account Control settings | Troubleshoot common computer problems
Restore your computer to an earlier time

® System and Security
Network and Internet

Hardware and Sound
Windows Firewall
Check firewall status | Allow a program through Windows Firewall

Programs

User Accounts and Family

Safety

Appearance and View amount of RAM and processor speed | Check the Windows Experience Index
Personalization {‘J Allow remote access | See the name of this computer \'Q Device Manager
Clock, Language, and Region

Windows Update

Turn automatic updating on or off | Check for updates | View installed updates

Ease of Access

Power Options
Change battery settings | Reqguire a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Administrative Tools
Free up disk space | Defragment your hard drive '&' View event logs

In the “System” page we can see the Workgroup is set to TWERKGROUP (1). This must be changed to
match the Workgroup name you created in the SMB settings a moment ago (in Fester’s case this was
TESTWORKGROUP).

Click on “Change settings” blue text (2) to access the screen where we can change the Workgroup name.

You will probably be asked for the administrator’s password at this point.
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@Qv“— » Control Panel » System and Security » System

T | & | | Search Control Panel L

Control Panel Home

System protection

QS &

Advanced system settings

Windows Update

Performance Information and
Tools

Device Manager System

Remote settings Rating:

Processor:

Installed memory (RAM):
System type:

Pen and Touch:

Computer name, domain, and workgroup settings
Computer name;
Full computer name:

Computer descri

m

TWERKGROUP

Action Center Windows activation

akfor, =l
genuine

Learn maore online...

A smaller window will now pop up.

Click on the “Change” button.
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Computer Name | Hardware | Advanced | System Protection | Remme|

1&' Windows uses the following information to identify your computer on
the network.

For example: "Kitchen Computer” or "Mary's

Computer”,
Full computer name: -
Workgroup: TWERKGROUP

Touse awizard to join a domain orworkgroup, click Netwvork ID
Metwork 10, =

To rename this computer, click Change. ‘@'

Another window will now pop up.

Change the text in the Workgroup text box (1) to the one you created in the SMB settings page (in
Fester’s case this was TESTWORKGROUP) and click the “OK” button (2).
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-~

-

System Properties |._ X )

: I Computer Name/Domain Chang ﬁ

You can change the name and workgroup membership ofthis ron
computer. You cannot join a computer running Windows 7 Home
Premium to a domain. More information

Computer name:

Full cnmiuter name:

Member of
Domain: I

(@ Workgroup:

TESTWORKGROUP 1

L

Yet another window will pop up showing the Workgroup has now been changed.

Click the “OK" button.
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| System Properties | X )

=

e Computer Name/Domain Changes .. . g{ ﬁl

Y'ou can change the name and workgroup membership of this wter on
computer. You cannot join a computer running Windows 7 Home
Premium to a domain. More information

rd! T
Computer Name/Domain Changes- g

'@ Welcome to the TESTWORKGROUP workgroup.

k1D

(@ Workgroup:
TESTWORKGROUP

| OK | | Cancel |

| Ok | | Cancel | Apply

A message window will now appear telling you the changes will be implemented when the computer is
restarted.

Click the “OK" button.
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-

System Properties | 28 )

J Computer Name/Domain Changes .. [L

map
.

Computer Name/Domain Cha — uter on

|® You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

Member of
_JDomain:
I i l s
@ Workgroup:
TESTWORKGROUP
QK | Cancel |
OK | | Cancel | Apply

As can be seen from the next screen shot the Workgroup has been changed to “TESTWORKGROUP” (1).

Click the “Close"” button (2).
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Computer Name | Hardware | Advanced | System Protection | Remnte|

1&' Windows uses the following information to identify your computer on
the network.

For example: "Kitchen Computer” or "Mary's
Computer"”,

Full computer name:

Workgroup: 1 TESTWORKGROUP

Touse awizard to join a domain orworkgroup, click Netwvork ID
Metwork 10, =

To rename this computer, click Change. Change...

/& Changes will take effect after you restart this computer.

The system will now ask to be restarted. This must be done before going any further.
Close any open windows, save and close any open programs, etc.

Now click on the “Restart Now” button.

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

danb35's Wiki - https://www.familybrown.org/dokuwiki/


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester:7977462292e4639533049286a0bcc4e7.png
https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Ashares_basic&media=fester:a2a1f060b969997f6143576c85ae83bd.png

Last update: 2019/06/20 01:37 festerl12:intro https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:intro

That's the Windows Workgroup configured.

The client computer will now reboot, when it does log back into the FreeNAS GUI.

Enable SMB Service

Now click “Services” in the left column, and turn on the SMB share service.

Give the server some time to get the share up and running, then it is time to map the network folder to a
drive letter.

Mapping the share to a drive letter
On the Windows client click on the “Start” button and go into “Computer” (this was on a Windows 7

machine).

This should bring up a window that shows all the hard drives and any other devices connected to the
Windows computer.

Click on the “Map Network Drive” button.
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©©7|¥ » Computer v| o | | Soarch CompuREE o]
o ——

Organize * System properties Uninstall or change a program‘ Map network drive ’ j'Z: = _d (7]

4 Hard Disk Drives (1)

Local Disk (C:)

W 31 GB free of 464 GB

4 Devices with Removable Storage (3)

& a | & &
Bl BD-ROM Drive (D) £ 7 cD Drive (E) s8] DVD Drive (F)

\

» I

From the “Drive:” drop down selection box (1) chose the drive letter you wish to assign to the shared
folder (Fester accepted the default Z letter).

Now click the “Browse..."” button (2).
This will cause a window to pop up.

Navigate to the location of the shared folder by clicking on the server (in this case TestNAS1) (3) and
then clicking on the shared folder itself (in this case Fester’s TestShare) (4).

Now click the “OK” button (5).
The shared folder’s path name should appear in the “Folder:” text box (6).
Tick the “Reconnect at logon” Tick box (7).

Now click the “Finish” button (8).
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) S8 Map Network D

e

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Dive 1
folder. 6 | \\TESTNAS1\Fester's Test Share - 2

Example: \\server\share

[¥] Reconnect at logon | 7

Connect using different credentials

Connect to a Web site that you can use to store your docurments and pictures.
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I : e — | K
|

Select a shared network folder

-

U % Map Nety

What netw

@' Metwork
-~ I
4 & TESTNAS1

»|.J Fester's Test Share | 4

specify the dri

Drive:

Folder:

Make MNew Folder l

‘ﬁp ictures.

Finish Cancel

L -

At this point another window will pop up and ask you for the username and password for the share.
The name of the server is shown next to the text at the top of the window (1).

Type in your username in the first text box (2) (in Fester’s case this was TestUser).

Now type in your password in the second text box (3) (in Fester’s case this was test).

If you don’t want to type in your username and password exact time you log into your client machine
then tick the “Remember my credentials” tick box (4).

Now click the “OK” button (5).
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Browse For Folder

Windows Securi

Enter Network Password

Enter your password to connect tof TESTNAS1 1

N P
[ 13

Domain

Remember my credentials

-»

a Access is denied.

L

If all has gone well you should find yourself in the shared folder. Here you can create other folders and
save files. Test this to make sure there are no permissions problems.

The shared folder will now appear as another drive on your system and should look something like this.
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7 = 3

==y X
%q|tk » Computer » - | 3 || Search Computer yo |
Organize ~ Properties System properties Uninstall or change a program Map network drive = j'Z: > _|_] Q
4 Hard Disk Drives (1)
Local Disk (C:)
W 51 GB free of 464 GB
4 Devices with Removable Storage (3)
£a &4 29
BD-ROM Drive (D:) o 7 CD Drive (E) [ DVD Drive (F)
I
Il 4 Network Location (1)
1 Fester's Test Share (\TESTMNAS])
| | o7 @ <: Here Is The New Share.
I 1= | |
__ Fester's Test Share (WTESTNASI) (Z3) Space used: | | Total size: 199 TB
.'_...*/ Netwaork Drive Space free: 19.9TB File system: NTFS
L =~ |

That's the starter share done.

If you want to play with the permissions for this share then feel free. It is the only real way to learn about
these things.

Remember the permissions for a share on Windows clients are in two parts.

Part one is the “Share” permissions and part two is “NTFS” permissions.

Share Permissions

“Share” permissions relate to the permissions of the actual shared folder on the server.

Be very careful changing these. The FreeNAS GUI will stop you making most catastrophic changes to the
permissions that would otherwise break the share.

However, if you go behind the GUI to the command prompt you could really mess things up. Do not use
the chmod command here or you will probably break the share. Use the getfacl and setfacl commands.

Another way you can alter the “Share” permissions is by using an application that runs on the client
specifically for this purpose. | have not used any of these programs so | cannot comment on how useful
or easy they are to use. However, you still need to be careful when using them because you are still
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going behind the FreeNAS GUI here.

NTFS Permissions

“NTFS” permissions relate to the permissions you set for the shared folder on the client side through the
Windows OS.

It is considered good practice (this is debateable) to leave the “Share” permissions as they are and lock
down the share using NTFS permissions. This has the advantage of controlling the share regardless of
how it is accessed (i.e. locally or via a network).

It is much easier for the beginner and those that are unfamiliar with Linux or FreeBSD to configure
permissions in this way as the permissions are controlled by a series of tick boxes (not cryptic
commands). As long as you understand what each of the settings mean you should be fine.

However, be careful as it is possible using the “Everyone” group to lock yourself out of the share (Fester
did this and could not regain control of the share).
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Shares

| decided to make this a separate section of the Fester FreeNAS guide.

| did this because shares cause the most problems for new users of the FreeNAS OS and within this
category it is permissions that cause the most problems when it comes to shares.

Also by creating a separate section this will allow others to easily add their share guides after this one. In
this way a repository of different share scenarios with different configurations can be accumulated over
time.

The user of this guide can then choose the one which suits their purposes best.
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Configuration Of The FreeNAS SMART
Monitoring Service

| would recommend you set up email notifications before configuring this.

Click “Services” in the left column, scroll down to find “S.M.A.R.T.”, and click the pencil icon to the right.

Accounts Q, Filter Se

Name Running Start Automatically Actions

Tasks

netdata

Network T

EE

Dire
S.M.AR.T.

Sharing

O
O
O
=
O
O

A window should now pop up.
In the window leave the “Check interval:” set at its default value of 30 minutes.

Fester sets the “Power mode:” drop down selection box to Never. This will ensure that the drives are
checked no matter what their status.

Leave the “Difference:” and “Informational:” text boxes at their default value of 0.

Now set the drive temperature warning threshold called “Critical:” by putting the desired value into the
corresponding text box. Any figures placed here are in degrees Celsius (Fester favours a figure of 50° C,
but the prevailing view among active members of the FreeNAS forums is 40° C). If any of the drives being
monitored reaches or exceeds the temperature stated in the text box then the server will issue a
warning.

Now enter in the “Email” text box the internal email address of the user the SMART monitor service is to
alert (in Fester’s case this is root@TestNAS1.local).

Then click the “Save” button.
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SAVE CANCEL

The final thing is to test it works.
Go back into the SMART service configuration window by clicking on that small spanner icon again.

In the “Critical:” text box enter a value that is way below the ambient temperature of the room in which
the server is situated (Fester suggests about 1° C should do it).

Now click the “Save” button and wait.

Due to the fact that the temperature of the HDDs in the server will be higher than the threshold we have
set, a warning email should be triggered. When you get the email you know the service is working.

Be sure to return the value in the “Critical:” text box to a more appropriate value when you are done.
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SMART Test Schedule

There are two types of SMART test that require schedules. We need to create a Long SMART test
schedule and a Short SMART test schedule.

Long SMART Test Schedule

Click on “Tasks” in the left column, then “S.M.A.R.T. Tests".

Q_ Filter S.M.A.R.T. Tests COLUMNS ~

Short Description Hour Day of Month Month Day of Week

Rs) sks

Now click on “Add” button.

A screen will pop up.

S.M.A.R.T. Test

Select the storage drives you want to test from the “Disks” drop-down. Click individually on each disk you
want to test.
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S.M.A.R.T. Test

Select the type of SMART test you want (in this case it is “Long Self-Test”) from the “Type” drop down
selection box.

Give the test a name, if desired, in the “Short description” text box.

Fester wants to schedule these tests to run on the 8" and 22™ of every month at 02:00 in the morning
(the server should not be busy at that time). To do this, under “Schedule the S.M.A.R.T. Test”, select
“Custom”. This will open a scheduling window.
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Schedule Preview Presets

Choose a preset

Dalily

Hours/Days
Hours ®

9

Days *

8,22

Months
Jan Feb Mar Apr May Jun

O O O O O 0O

Jul  Aug Sep Oct Nov Dec

) GMT-0400 O O O O

00 GMT-0400

Days of Week
S

Under Hours/Days, in Hours, enter 2. In Days, enter 8,22. You'll see that the calendar on the left updates
to indicate the dates tests will run. Click “Done” to close the scheduler, and “Save” to save this self-test
schedule.

That's the long test schedule set.

Short SMART Test Schedule

Click on “Tasks” in the left column, then “S.M.A.R.T. Tests".

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Asmart_schedule&media=fester112:pasted:20190527-112905.png

2023/06/23 16:01 233/263 UncleFesterll.2

asks / S.M.A.R.T. Tests
[ system

B

S.M.A.R.T. Tests Q_ Filter S.M.AR.T. Tests COLUMNS ~
Cron Jobs

Init/Shutdown Scripts Type Short Description Hour Day of Month Month Day of Week

Rsync Tasks Mo data to display

Now click on “Add” button.

A screen will pop up.

S.M.A.R.T. Test

Type *

Short description

schedule the 5.M.AR.T. Test *

CAMCEL

Select the storage drives you want to test from the “Disks” drop-down. Click individually on each disk you
want to test.

Daily (00" 7)

S.M.A.R.T. Test
da0
dal
da2
da3
dad

das

Select the type of SMART test you want (in this case it is “Short Self-Test”) from the “Type” drop down
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selection box.
Give the test a name, if desired, in the “Short description” text box.

Fester wants to schedule these tests to run on the 5, 12", 19" and 26" of every month at 03:00 in the
morning (the server should not be busy at that time). To do this, under “Schedule the S.M.A.R.T. Test”,
select “Custom”. This will open a scheduling window.

Schedule Preview Presets

Choose a preset

Daily

Hours/Days
Hours *

el

Months
Jan Feb Mar May  Jun

O O O O O

Jul  Aug Sep c Nov Dec

0 GMT-0400 O O O

Wed Jun 26 2019 03:00:00 GMT-0400 Days of Week

5

Under Hours/Days, in Hours, enter 3. In Days, enter 5,12,19,26. You'll see that the calendar on the left
updates to indicate the dates tests will run. Click “Done” to close the scheduler, and “Save” to save this
self-test schedule.

That's the short test schedule set.
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Creating a Periodic Snapshot Task

This is an extremely useful function within FreeNAS. It allows you to travel back in time (without the use
of a DelLorean car) to a point when that important file you deleted was still on your FreeNAS system (and
Fester’s restraining order was not yet in place). OK | am exaggerating about time travel, but this
marvelous function does work a bit like that. It takes a snapshot of the volume or any dataset on the
FreeNAS system at a particular point in time. A snapshot in this case is basically a file that contains
within it all and any changes to the volume or dataset that have occurred since the last snapshot. This
allows the volume or dataset to revert back to a particular point in time. A corollary of this is that the files
within that volume or dataset also revert back to the condition they were in at the time the snapshot was
taken.

Imagine for example you deleted a file from your FreeNAS system two days ago and then discover you
now need that file. If a snapshot is available that has the file still present you can roll the volume or
dataset back to that time and recover the file using the relevant snapshot (that’s freaking cool!).

If you want to set up a periodic snapshot here is how.

Click “Tasks” in the left column, then “Periodic Snapshot Tasks".

Periodic Snapshot Tasks Q_ Filter Periodic COLUMNS  ~

Pool/Dataset Recursive When Frequency Keep snapshot for Enabled

No da

S.M.A.R.T. Tests

Click on the “Add” button.
A new window should now pop up.

Fester wants 1 snapshot to be taken every day between the hours of 12:00 midnight and 1:00am in the
morning. The server should not be busy at that time (unlike Fester who can be found in the nearest
Discotheque in black crush velvet flares and a tangerine orange shirt (with matching cravat) dancing the
night away, or as the manager refers to it “frightening the customers”, cheeky sod!).

¢ Select the pool or dataset you want from the “Pool/Dataset:” drop down selection box (in Fester’s
case this was tank).

e Put a tick in the “Recursive” tick box. Important: A recursive snapshot includes snapshots of all
the “child” datasets within the pool or dataset you selected above. If the Recursive box is not
ticked, this snapshot task will not include child datasets.

e Determine how long you want the system to keep the snapshot before deleting it by typing a
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number into the “Lifetime” text box and then selecting the duration unit from hours, days, weeks,
months, etc from the drop down selection box (Fester’s snapshot will last 2 weeks before the
system deletes it).

e Select the time after which the system will allow a snapshot to be taken in the “Begin” drop down
selection box.

e Select the cut off time after which the system is prohibited from making a snapshot from the “End”
drop down selection box.

e Select the minimum interval between snapshots from the “Interval” drop down selection box.

e Next put a tick next to every day of the week in the “Day of week” section. By default only
weekdays are checked, not weekend days.

Tuesday

Thursday

O 0O

Sunday

e Make sure the snapshot is enabled by ticking the “Enabled” tick box.
e Now click the “Save” button.

SAVE CANCEL

An entry should be created in the Periodic Snapshot Tasks window and you should see something like
this.
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Periodic Snapshot Tasks ), Filter Peric 10t T... COLUMNS ~

Pool/Dataset Recursive When Keep snapshot for Enabled

tank

That's periodic snapshots done.

From:
https://www.familybrown.org/dokuwiki/ - danb35's Wiki

Permanent link:
https://www.familybrown.org/dokuwiki/doku.php?id=festerl12:snapshots

Last update: 2019/05/27 11:51

https://www.familybrown.org/dokuwiki/ Printed on 2023/06/23 16:01


https://www.familybrown.org/dokuwiki/lib/exe/detail.php?id=fester112%3Asnapshots&media=fester112:pasted:20190527-115058.png
https://www.familybrown.org/dokuwiki/
https://www.familybrown.org/dokuwiki/doku.php?id=fester112:snapshots

2023/06/23 16:01 239/263 UncleFesterll.2

Setting Up an SSH Console

SSH stands for Secure SHell, and is a secure method to connect to a remote computer over a network.
There are many advantages to using an SSH console rather than say the shell facility in the FreeNAS GUI.

The SSH console is a window that has a scrolling function which means you can go back and view the
output in the console. You can also select large bodies of text and copy and paste them. This can be
particularly useful when trying to get help from someone as they need to see what you have done. It is
also useful when compiling data (i.e. SMART test data).

An SSH console is also very secure in two ways. Firstly it can be configured to require a Public/Private key
and a password before you can log in to the session and the server. Secondly the connection between
the server and the client is encrypted. This means any information that goes between the two cannot be
read directly.

Configure SSH in FreeNAS
Open your web browser and type in the IP address of the FreeNAS web GUI that you noted down earlier
(Fester used 192.168.0.58).

The web GUI will present itself and ask for the login details. Enter the username which is root and your
password (2) and click the “Log In” button.
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Now you are logged into FreeNAS.

¢ Click “Services” in the left column, then scroll down to SSH.

Name Running Start Automatically Actions

Plugins

Jails

Configura

e Click the pencil icon to the right, then “Configure” from the pop-up menu.

e If you do not want the root user to be able to log in using only a password (i.e., if you want to
require a public key, or if you don't want the root user to be able to log in remotely at all), uncheck
the “Login as Root with password” tick box.
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« If you want to require public key authentication, uncheck the “Allow password authentication” tick
box.

* Make sure the remaining tick boxes are unchecked.

* Now click the “Save” button.

uthentication @
D Allow TCP port forwarding @

Specify SSH Public Key For a User

If you have required public key authentication in the SSH configuration, you'll need to tell FreeNAS what
the public key is for each user who will be connecting via SSH. To do that, click on “Accounts” in the left
column, then “Users”.

Q, Filter Users COLUMNS ~

Username Home director Shell Full Name Lock User

Groups
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Now click the three vertical dots to the right of the “root” user account and click on “Edit” in the pop-up
menu.

The modify user window should now pop up. Scroll down till you come across the “SSH Public Key” entry.
Now right click in the blank box next to it and paste in the previously copied public key.

Authentication

Now click the “Save” button.

SAVE CANCEL

Setting up PuUTTY in Windows

Modern operating systems ship with an SSH client installed. Unfortunately, Windows, prior to Windows
10, is still not a modern operating system in this regard, so a third-party client will need to be used.
Popular clients include Bitvise and PuTTY.

Public Key Authentication in PuTTY

Switch on and boot up a personal computer that is part of your private network (if you use it to connect
to the internet then this will probably work).

Download PuTTY and PuTTYgen to your personal computer (not the server).
Install PuTTy and PuTTYgen under an administrator’s account or right click on their respective installation

programs and run as an administrator.

Generating the keypair

When installed run PuTTYgen under an administrator’s account or right click on the program and run as
an administrator.
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When the PuTTYgen window appears check “SSH-2 RSA” is selected (1), if it isn't select it.
Next check the “Number of bits in a generated key:” is set to 2048 (2).
Now click the “Generate” button (3).

e o R

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair

Load an existing private key file Load

Save the generated key | Save public key | | Save private key |

Parameters

Type of key to generate: =
(185H-1(RSA) 1 (@ SSH-2RSA ()85H-2DSA
Mumber of bits in a generated key: 2

Now move your mouse in a random way within the box labelled “Key” (1) in PuTTYgen until the green bar
fills up (2).
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2 o I

File Key Conversions Help

D1

Please ?enerate some randomness bf mnvin? the mouse over the blank area.

Actions ﬁ
e Mouse In

Generate a pubhc!pvlvate key pair Generate

This Window Randomly

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: .
5SH-1(RSA) (@) SSH-2 RSA S5H-2 DSA

Mumber of bits in a generated key: 2048

When the green bar is full the key will be generated and a new screen will appear.
In the “Key comment” text box (1) type a comment which will help you identify the key.

Now type in a password for the private key in the “Key passphrase” text box (2), remember it as this will
be needed later (Fester just used test again).

Retype the password into the “Confirm passphrase” text box (3).
Now save the private key by clicking on the “Save private key” button (4).

An additional window will pop up, navigate to where you would like to save the key, give it a name (5)
and click the “Save"” button (6). Save it somewhere convenient as this will be needed soon.

Now right click in the “Public key for pasting into OpenSSH authorized_keys file:” window (7) and from
the pop up submenu chose “Select All” (8).
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The text within this window should become highlighted. Now right click again in this window as you did a
moment ago and from the pop up submenu this time select “Copy”.

E PuTTY Key Generator

— n

T -l

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file: ?

Key passphrase:

Actions

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
SSH-1(RSA)

2 o]
Confirm passphrasea E

Generate a public/private key pair

@) 55H-2 RSA

MNumber of bits in a generated key:

m

Undo

cymoepinc
Key comment: 1 IYOLI can type in a helpful comment here.

Cut
Copy
Paste

Delete

EIDL

e Right to left Reading order

Show Unicode control characters
Load

Insert Unicode control character P
Save public key ‘ Save private I{ey: ’

4

35H-2 DSA

2048
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Organize ~ New folder

2

Mame Date modified Type

Mo items match your search.

- (Give it a good name

Save as type: |PuTTY Private Key Files (*.ppk)

‘* Hide Folders

Configuring the connection

Now run PuTTY under an administrator’s account or right click on it and run as an administrator.

In the “Host Name or (IP address)” box (1) type in the IP address of the FreeNAS web GUI (Fester’'s was
192.168.0.58).

Check the port number in the “Port” box (2) is set to 22.
The “Connection type:” should be set to SSH (3).

Now in the “Category” window click the small plus symbol “+” next to SSH (4). This should open up this
section to reveal subcategories.

Then click on “Auth” (5), not the “+" sign but the actual text itself.
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-
Category:
=k Session - | Basic options foryour PuTTY session |
~Logging I Specify the destination you want to connect to
= Terminal P ¥
- Keyboard Hosthlame (or IP address) Port
- Bell 192168058 ) 1 @T
o ﬁ'i'n':;i:'”es Connection type:
el If:,l Raw [ ) Telnet If:; Filngm If:,lSenaI
Behavin.ur Load. save or delete a stored session 3
- Translation :
el o Saved Sessions
- Colours
= Connection Cefault Settings
. Dt g Load
i | save |
B
Close window on exit:
() Always () Never (@) Only on clean exit
- Tunnels

About

This should take you to a different screen.

On this screen click the “Browse” (1) button next to the “private key file for authentication:” (2).
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-
Category:
=-Session - | Cptions controlling SSH authentication |
.- Logging B
= Terminal || Bypass authentication entirely (SSH-2 only)
- Keyboard Display pre-authentication banner (SSH-2 only)
- Bell
- Features Authentication methods
=-Window || Attempt authentication using Pageant
:‘;‘ZE::?U”r“E | Attempt TIS or CryptoCard auth (SSH-1)
.. sk iice Attempt "keyboard-interactive" auth (S5H-2)
G it = Authentication parameters
- Colours
=-Connection | Allow agent forwarding
~Data || Allow attempted changes of usemame in SSH-2
- Proxy 2‘ e vate key file for authentication:
- Telnet
- Rlogin | Browse.. [J
=-SSH
- Cipher
3} Auth| T
- TTY
X1
- Tunnels >

About

This will bring up a window in which you can load in the private key into PuTTY. Navigate to where you
stored the private key, click on it and then click the “Open” button.
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@ PuTTY Configuration

oh)
53
r_/

@ Select private key file —) )

—~— - S T il i -

o - EEEE——— e
Organize ~ New folder = - I &

~
MName Date modified ype Size

%) SSHConsoleTest.ppk 22/04/2016 20:35  PuTTY Private Key ... 2 KB -

File name: SSHConsoleTest.ppk v |PuTI'Y Private Key Files (*.pp v|

Cancel ‘

With the key now loaded in, go back to the “Session” category in the “Category” window (1).

It is possible to save the settings of this session. This is a good idea because otherwise we would need to
re-enter all the details each time we wanted to start a session in PuTTY.

In the “Saved Sessions” box (2) type a good name for the session (Fester called it “HDD Validation SSH”).

Now click on the “Save” button (3). The saved session should now appear in the window to the left of this
(4).

Now click on the “Open” button (5) to start the session (have the password you created in PuTTYgen
standing by).
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Categon
¢ 1 - | Basic options for your PUTTY session |
. rogging I : e
- Terminal Specify the destination you want to connectto
- Keyboard HostMName (or IP address) Fort
- Bell 192.168.0.58 22
H__ﬁ'i'nzeni:ures Connection type: ) )
(JRaw () Telnet [ 'Rlogin @ SSH () Serial
- Appearance
-~ Behaviour Load, save or delete a stored session
- Translation :
- Selection - SEREISEE et
g T DD Validation SSH _¥ 2

[=-Connection
- Data

- Proxy

- Telnet

- Rlagin
=-SSH

- Kex

- Cipher

[F- Auth T Close window on exit

- TTY () Always () Never (@) Only on clean exit
X1

- Tunnels -

About | | Help 5 ‘m'i Cancel

A PUTTY security alert window should now open. It will show the server’'s RSA2 key fingerprint and will
ask if you trust this host before allowing the connection. Click the “Yes” button.

==
HDD Validation SSH | 4
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£ 192168058 - puTTY —— = =i

Miscellaneous Help

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsaZ key fingerprint is:

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes MNo H Cancel H Help ‘

CAaOTTCTT COTTSoTe

(There is a way to check this by using the RSA2 fingerprint but | can’t remember how, if someone lets me
know I will try to include it in the guide or you could replace this or any section with your own?)

You will now have access to the PUTTY session as soon as you login. Type the username next to the
“Login as:” text (1). In this case it is root.

Next you will be asked for the password you created in PuTTYgen. Type it in next to the “Passphrase for
key “Test SSH":” text (2) (Fester used test).

As you type the password the text will not appear on the screen, this is normal and a security feature.
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2P root@freenas:~ { — = |i‘?-]1

To leave the SSH console just type exit and the session along with the window will close.

That’s the SSH console configured in FreeNAS.

Using SSH on a Mac

Mac OS X includes an SSH client, but it must be used from the command line. To use it, you'll need to
open a terminal window. Start by clicking the launchpad button in your dock (it looks like a rocket):

Begin typing “Terminal” into the search bar at the top, until you see the Terminal icon below:
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Terminal

Then click on the Terminal icon. You'll see a window like this:
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O @ 78 dan — -bash — 80x24

Last login: Sat Jun 11 @7:10:26 on ttys@@e@
Dan-MacBook-Pro-7:~ dan$ I

To connect to a server using SSH, you can simply type
ssh user@host

Where “user” and “host” are the username and hostname, respectively, that you want to connect to. For
example,

ssh root@freenas
Or you can use an IP address:
ssh root@192.168.0.5

If you have required public key authentication on your FreeNAS server, you'll need to generate a keypair.
To do this, type

ssh-keygen -t rsa

...and simply accept the defaults. The result will look like this:
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Dan-MacBook-Pro-7:~ dan$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/dan/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your jdentification has been saved in /Users/dan/.ssh/id_rsa.

Your public key has been saved in /Users/dan/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256:ZBOZFQEWWJUCEZEWIYFd/Thk5KOuncH8LTO6WOCSdRdAk dan@Dan-MacBook-Pro-7.local
The key's randomart image is:

+---[RSA 2048]----+

| +=+ .. +* B= |

|=. o oto E+.
| . . +oB+o
. . O

T
+----[SHA256]
Dan-MacBook-Pro-7:~ dan$ |}

The system will prompt you for a passphrase; this is optional. If you enter a passphrase, you will need to
enter it every time you use this keypair (i.e., every time you use ssh). If you leave the passphrase blank,
you won't need to enter it when you connect to a remote server, but neither will a thief who manages to
steal your computer. You'll now need to view your public key, to enter it in the FreeNAS configuration. To
do that, type

cat .ssh/id rsa.pub
The result will look like this:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCX0OFuUJ2Px8sIA0zlalFXjnG+af2kRNhj/FcQ5nh0On6F2LepgX
f/4SQF jx5BWaD88H6/061TaUAqprxKS4m33SKN7poH6RaeIfbIXwjJ/00Cx0QbugGAeMKjHOBg4 fsHw
vgGLT7001cQOubmGBZ1SX9ROIFNmMNDLAru+Z59gjuAwKCXGw2dxVqbg2IwB3jEoA3bbo8gy6Dso5wV75
OEC+dY1B/1QrxW/uscgPjpilXCFVuWtajyz9jujakR1uHURRphsp56GXVTovwM3P6h52ADDhr5vkfsk
GKgmETj940x5+MFbmBvC9iIMIeRGLTWIAQY+8NjosQYfieU5U480DmDb dan@Dan-MacBook-
Pro-7.local

Copy this, all on line line, and paste it into your FreeNAS configuration.

Using SSH on Linux

SSH on Linux works just like SSH on a Mac. Follow the instructions above.
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Configuring a Static IP Address

So far we have relied upon the DHCP server built into the router to assign IP addresses to the NICs in the
server. This is inconvenient for reasons already outlined.

So let us assign static IP addresses to these NICs. This will ensure that the FreeNAS web GUI IP address
will no longer change. This is much more expedient when administering a server.

Make sure it is outside of the range of the DHCP server.

There are two ways to do this. You can do it via the FreeNAS web GUI. This is the preferred method in
most cases.

The other way is via the console, either directly at the server with a keyboard and monitor, or using an
IPMI remote console viewer. This can be useful if you're unable to reach the web GUI.

| have included both methods in the guide so you can see which works best for you.

Configuring Static IP Addresses Via The FreeNAS GUI

Click on “Network” in the left column, and then “Interfaces”.

iX

@ oot Interfaces Q, Filter Interfaces COLUMNS ~

Dashboard
! ! Interface Name Media Status DHCP IPv6 Auto Configure  IPv4 Addresses

Accounts

Global Configuration

Click the Add button in the upper right. The “Add Interface” window will pop up.

In this window select the NIC you wish to configure from the “NIC:” drop down selection box.
Give the NIC a name if you wish in the “Interface name:” text box.

Do not tick the “DHCP:" tick box.

Now assign the static IP address to the NIC in the “IPv4 Address:” text box (in Fester’s case this is
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192.168.1.138).

Select from the “IPv4 Netmask:” drop down menu (7) the correct value for the subnet mask of your
private network (Fester’s is 24, and this will be correct for most cases).

My ISP does not use IPv6 at present so there is nothing to configure for this.

SAVE CAMCEL ADD ADDITIOMNAL IPV4 ALIAS ADD ADDITIOMNAL IPVE ALIAS

If you attempt to configure a second NIC with an IP address on the same subnet as the first within the
FreeNAS web GUI, you will get an error that looks like this:

The network 192.168.0.0/ 24 is already in use by another
NIC.

This is because multiple interfaces on the same subnet is an invalid configuration. For an explanation of
why this is the case, see this resource on the FreeNAS Forums.

Configuring Static IP Addresses Using The FreeNAS Console
Setup

Start the IPMI remote console viewer, or connect a keyboard and monitor to your server. You should see
a screen similar to this.
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[£ | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 35

Virtual Media Record Macro Options UserList Capture Power Control Exit

Configure Network Interfaces
Configure Link Aggregation
Configure ULAN Interface
Configure Default Route
Configure Static Routes
Configure DHNS

Reset Root Passuword

Reset to factory defaults
shell

System Update (requires networking)
Create backup

Restore from a backup
Reboot

Shutdown

may try the following URLs to access the web user interface:

//192.1668.8 .58
/2192 .168.08.59
/2192 .168.8 .61
/2192 .168.8 .62

Enter an option from 1-14:

For “Enter an option from 1-14:” enter 1 and press the “Return/Enter” key.
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| = | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 36 = 2%

T R

Virtual Media Record Macro Opfions UserlList Capture Power Control Exit

Configure Network Interfaces
Configure Link Aggregation
Conf igure ULAN Interface
Configure Default Route
Configure Static Routes

Conf igure DN3

Reszet Root Password

Reset to factory defaults
shell

System Update (requires networking)
Create backup

Resztore from a backup
Reboot

Shutdoun

1
igh@
ighl
ighZ
igh3

elect an interface (g to quitl:

“ You may try the following URLs to access the web user interface:

Input the number that corresponds to the NIC you wish to configure in “Select an interface (q to
quit):” (1).

Input n for “Delete Interface? (y/n):” (2).

Input n for “Reset network configuration? (y/n):” (3).

Input n for “Configure interface for DHCP? (y/n):” (4).

Input y for “Configure IPv4? (y/n):” (5).

Give the NIC a name if you wish at “Interface name:” (6). If you don’t want to give it a name then
leave it empty and press the “Return/Enter” key.

Type in the static IP address you require at “IPv4 Address:” (7).

Now enter the subnet mask of the private network at “IPv4 Netmask:” (8).

The console should confirm that the configuration has been saved with an “OK”".

If you don’t need or use IPv6, then just type n at “Configure IPv6? (y/n):” (9).
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CE—

| = | Java IKVM Viewer v1.69.25 [192.168.0.2] TestServer - Resolution 720 X 400 - FPS 35

—

X

Virtual Media Record Macro Options UserList Capture PowerControl Exit

http: - -192.168.8.5

Enter an option from 1-14: 1
1) ighB
2) ighl
3) ighZ
41 igh3
elect an interface (g to quit){ 1
nelete interface? (ysn n
Ieset network configuration? (ysnk n
onf igure interface for DHCP? (ysmj n
onf igure IPud4? (ysnl y
Interface name [ethBI ethH
everal input formats™8Te Supported
Example 1 CIDR Notation:
192.168.1.1-24
Ixample Z IP and Netmask seperate:
192.168.1.1
Hetmask £55.255.255.8 724 or 24
IPv4 fddress [192.168.8.518197 .168.8.5
IPv4 Hetmask [24]:255.255.255.H
AL idsemirissesaapl T quration: 0O
1Lunf1gure IPub? (ysn) N

That's the static IP addresses assigned.
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You may try the following URLs to access the web user interface:

.\
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Settings for System -> General

Click System in the left column, then General.

i FreeNAS

/ General

Accounts

NTP Servers

Boot Environments

¢ In the “General” page select “HTTP” from the “Protocol” drop down menu if it isn’t already
selected.

e There is no certificate at this stage.

e Select the static IP address you want the FreeNAS web GUI to bind to from the “WebGUI IPv4
Address:” drop down menu. If you want to be able to get the FreeNAS web GUI on any static IP
address you have assigned to the server then select 0.0.0.0 at this point. Ordinarily you should
leave this set to 0.0.0.0.

e Leave the WebGUI HTTP port value and the HTTPS port value at their default settings.

e Select the language you require in the “Language (Require Ul reload):” drop down menu.

¢ Pick a keyboard layout that corresponds to your keyboard in the “Console Keyboards Map:” drop
down menu (Fester’s keyboard layout corresponds to the UK so | use UK ISO-8859-1).

e Chose the correct time zone for your locality from the “Timezone” drop down menu.

e Now click the “Save” button.

Syslog server

SAVE CONFIG UPLOAD CONFIG RESET CONFIG
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